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This documenis intendedto provide informationto assist AWS customers wititegratingAWS into their existing
control framework supporting their IT environment. This document includes a basic approach to evaluating AWS
controls andprovidesinformationto assistcustomerswith integrating controlenvironments. This document also
addresses AWS§pecific information around general cloud computing compliagueestions

Table of Contents

RISK @Nd COMPIBNCE OVEIVIEM.......ceiitiieeitieee ettt ettt e ettt e e sma bt e e sttt e e e sk b et e e ah b et e e s ma b e e e e ek et e e ek be e e e am b e ee e smabeeeeeabbeeeesnbeeeean 3
Shared ResponSibility ENVIFONMIENL...........ooi ettt e e e a b e e e s s bbbt e e s aab b e e e e s eannbe e e e e s annnneeas 3
Y1) a e JOXo] aa] o] [F= U oT T €101 =T g - oo JS PSRRI 3

Evaluating and INtegrating AWS CONIIOIS...........uuiiiieeiiiiiiee e e e e e s e sieteeee e e s s st teeerreeeee s s s ssteeeeeessssstaesamreeeesassstsaeeeeessansseneesamreesssnnd 4
F N VSR @] (o] W T (o] 1 .0 =1 1 o] o PP TPUPRRPN 4
VLS €1 o] o =TI =0 (0] PR PUSTP: 5

AWS RiSK and COMPIIANCE PrOGIAITL . ....cciitiiii ittt iete ettt e ettt e e sea bt e e skt e e e e stb e e e e aabe e e e samab et e e sabb e e e e abbeeeeasbeeeesmbeeeesabbeeenn 5
RN QY F= T F=To [T o 1= o S PRSP PPPTPPR PRI 5
(0] a1 o] I =10 1V/To] ] 01=7 o1 SO PP ERRUTURP 6
(o] gpgEo 1 iTe] g ST =T ol ] 1LY A PSSP P PO PP PPPPTOPPN 6

AWSReports,Certifications and Mird-Party AtteSTatiONS............cooiiiiiiiiiiier s me e beeeseseseeeeeeesenssssesnsennnees] 6
FEARAMPBPM. ... ettt ettt ettt e bt e ste e beeaeeebe e beeteeebe e st e easeebeebeetsesbeeabeebeesbeembeeteesbeessesbaesbeesbesbeebeesbeaneesbeenbesaeen 7
L S T PP PPRPPR 7
LR ST 1o TaTo I B @ Y = PRSPPI 7
L Y ST P 8
ST IR 00 PO ER P 8.
1S 22474 01 SRR OUPRRRON 9
812 PRSPPI 10
L O I 1SS Y PRSPPSO 10
1@ O IS Y A e 7 0 PSPPSR PR 11
11 L PRSP RRR P 12
1] @ O PP PRPRS 13
Other COMPlIANCBESE PrACLCES. ... .cciiiiiiiiiei ittt e et e e e s bbbt e e o aa b bttt e e s aab e e et e e o bbbt e e e s anbb et e e e s abbbeeeesannnneeas 13

Key ComplianC@UESTIONSANT AWWS.......oo i iiiiiie e e e ee et e e e ettt e e ee e s e st nste e e eeeesaseeeeeeeeeaansssamsseeeeeesasssaneeaeesaansseeemseeeeesnannnen 14

F VST 0] 4] = o3 AT PP PP TP T PP PP U PP PPPTTP 18

AppendixA: CSA Consensus Assessments Initiative QUEeSHIONNAINE. NI L. .......cocoiiiiiiiieiiie ettt a e ee e e 19

Appendix B: AWS alignment with Motion Picture of America Association (MPAA) Content Security Model......................... 44

Appendix C: AWS alignment with the Australian Signals Directorate (ASD) Cloud Computing Security Considerations....106

amazon

Page? of 128 webservices



Amazon Web Services Risk and Compliance July2015

APPENAIXD: GIOSSANY OFTBIMS. ...ttt ettt ettt et e e e e ook bttt et et e e e e s s bebee e e e e e e aas e be et e e et e e 4o Rsbee et e e e e annbeeeeaeeame s e annnbeneaaesaanns 124

Risk and Compliance Overview

Since AWS and its customers share control over the IT environment, both parties have responsitilityafging the IT

Sy @A NR Yy Y $pdriiinithis shafe@responsibility includes providing its serviceshigtdysecure and controlled

platform and providing a wide array of security features customers canqugeS Odza 12 YSNE Q NB a LR y 2
configuring their IT environments in a secure and controlled manner for their purposes. While cusi®meysQ i
communicate their use and configuratiotAWS, AWS does communicate its security and control environment

relevant to customers. AWS does this by dpthe following:

9 Obtaining industry cetfications and independent thirgarty attestations described in this document
1 Publishing information about the AWS security and control practices in whitepapers and web site content
91 Providingcertificates,reports, and other documentatiomirectly to AWS customers under NDA (as required)

For a more detailed description of AVéScurity pleasesee theAwsS Security Center . TheAWS Overview of Security
Processes Whitepaper _ covers AWS general security controls and servispecific security.

Shared Responsibility Environment

Moving IT infrastructure t&AWS servicesreatesa model of sharedesponsibility between the customer and AW is
shared model cahelprelieve custome® @perationalburdenas AWS operates, managaesd controlsthe components

from the host operating system and virtualization layer down to the physical security &d¢Higesin which the service
operates The customeassume responsibility and management of the guest operating system (including updates and
security patches), other associated application software as well as the configuration of the AWS prouidiéd grecip
firewall. Customers should carefully consider the services they choose as their responsibilities vary depending on the
servicesused, theintegrationof those services into their IT environmeandapplicabledawsand regulationslt is

possille for customers to enhance security and/or méegir more stringent compliance requiremeniy leveraging
technologysuch as host based firewalls, host based intrusion detection/prevention, encryption and key management.
The nature of this shared respadbsity alsoprovides the flexibility and customer control that persithe deployment of
solutions that meet industrgpecific certification requirements.

This customer/AWS shared responsibility model also extends to IT coduetsas theesponsibiliy to operate the IT
environment is shared between AWS and its oostrs, so is the managemeriperationand verificationof IT controls
shared. AVScanhelprelievecustomer burden of operating controls by managing those controls associated with the
physcal infrastructuredeployed in theAWSenvironmentthat may previously have been managed by the custorisr.
every customer is deployed differently in AVé8stomerscan take advantage of shiftimganagement of certaiil
controlsto AWSwhich results ira (new)distributed control environment Customers can then use t#&VScontrol and
compliancedocumentation available to therfdescribed in théAWS Certifications and Thigarty Attestationssection

of this dccument)to perform their control evaluation and verification procedures as required

The next sectioprovides an approach dmow AWS customers can evaluate and validate their distributed control
environment effectively.

Strong Compliance Governance

As dways, AWSustomersare required to continue tonaintain adequate governance over the entiflecontrol
environmentregardless of how IT is deployddrading practices include amderstandng of required compliane
objectives and requirements (from relant sources), establishent of a control environment that meets those

amazon

Page3 of 128 webservices


https://aws.amazon.com/security/
http://media.amazonwebservices.com/pdf/AWS_Security_Whitepaper.pdf
http://media.amazonwebservices.com/pdf/AWS_Security_Whitepaper.pdf

Amazon Web Services Risk and Compliance July2015

objectives and requirementsn understandingofi KS @ ft ARIF GA2y NBIjdZANSR oFaSR 2y
verificationof the operating effectiveness of their control eratiment. Beployment in the AWS cloud gives enterprises
different options to apply various types of controls and various verification methods.

Strongcustomercomplianceand governanceamightinclude the following basic approach:

1. Review information availd®é from AWS together with other information tanderstandas much othe
entire IT environment agossible and then document all compliance requirements.
2. Design and implement control objectives to meet the enterprise compliance requirements.

3. Identify anddocument controls owned by outside parties.
4. Verify that all control objectives are met and all key controls are designed and operating effectively.

Approaching compliance governance in this manner will help companies gain a better understandingooirtinelr
environment and will help clearly delineate the verification activities to be performed.

Evaluating and Integrating AWS Controls

AWS providesa wide range oinformation regarding its IT control environment to customers through white papers,
reports, certifications, and other thirgbarty attestations. This documentation assists customers in understanding the
controls in place relevant to the AWS services theyamgkehow those controls have been validatédhis information
also assists customerstimeir efforts to account for antb validatethat controls in their extended IT environment are
operating effectively.

Traditionally, the design and operating effectiveness of control objectives and controls are validated by internal and/or
external audiors via process walkthroughs and evidence evaluation. Direct observation/verificdiiothe customer

2 NJ Odza i 2 Y S N & is§enérdiNdgrfofmetb \d#ikdtelic@nidlsin the case wherservice providers, such as
AWS, are used;ompanies requesind evaluate thireparty attestations and certifications in order to gain reasonable
assurance of the design and operating effectiveness of control objective and coht@ls. | NX adz 0 | f (K3
key controls may be managed by AWS, the controirenment can still be a unified framework where all controls are
accounted for and are verified as operating effectivélyirdparty attestations and certifications of AWS can not only
providea higher level ofalidation of the control environment, buhayrelieve customers of the requirement to

perform certainvalidation work themselvefor their IT environment in the AWS cloud.

AWS IT Control Information

AWS provides IT control information to customers in the following two ways:

1. Specific control defirtion. AWS customers are able to identify key controls managed by AWS. Key controls are
ONRGAOKE (G2 GKS Odzad2YSNRa O2yiNBf SY@ANRYYSYyld |y
of these key controls in order to comply with compliarrequirements such as the annual financial audit. For
this purpose, AWS publishes a wide rangspscific IT controls in itService Orgamation Controls 1 (SOC 1)

Type Il reportThe SOC 1 report, formerly tistatement on Auditing Standards (SAS) Np.Service
Organizationseport, is a widely recognized auditing standard developed by the American Institute of Certified
Public Accountants (AICPA). B@C hudit is an irdepth audit of both the design and operating effectiveness

2 ¥ Isdefin&d corrol objectives and control activities (which include control objectives and control activities
2OSN) GKS LI NI 2F GKS AYTFNI A0GNHzZOGdzNE !'2{ YIylI3Saoo
in the report are not only evaluated for adeacy of design, but are also tested for operating effectiveness by
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G§KS SEGSNYyLFt FdzZRAG2N . SOI dz&a S 2 FextéraBauditof, BadttdS y RSy O S
identified in the reportshouldprovide customers with a high level adnfidence inAWS2 control environment.

I 2 sdcontrols can be considered designed and operating effectivelgnéarycompliance purposg including
SarbanegOxley (SOX) Section 404 financial statement audits. Levei@@@dl'ype lreports is also generally
permitted byother external certifying bodies (e.g., ISO 27001 auditors may requeSCaType lireport in

order to complete their evaluations for customers).

Otherspecific controlactivities relatell 2  !sPayn@ent Card Industry (PCI) and Federal Informationrigec
Management Act (FISMA) compliance. As discussed belowjs&af8pliant with FISMModerate standardsandwith
the PCIData Securityt&ndard. TheePCl and FISMA standa@i® very prescriptive and requinadependent validation
that AWS adhergto the published standard.

2. General control standard complianc#. an AWSustomer requires a broad set of control objectives to be met,
evaluation oft 2 {sifidustry certifications may be performed. With the AWS ISO 2¢eéfiification AWS
complieswith a bioad, comprehensive security standard and follows best practices in maintaining a secure
environment With the PCData Security Sandard (PCI DSEWS complies with a set of controls important to
companies that handle credit card informatioWA { K slompli@nce with the FISMA standards, AWS
complies with a wide range of specific controls required by US government agencies. Compliance with these
general standardprovidescustomers with irdepth information on the comprehensive nature of the controls
andsecurity processes in plaead can be considered when managing compliance

AWSreports, certifications and thireparty attestations are discussed in more detail later in this document.

AWSGIlobal Regions

Data centers are built in clusters in varioushglbregionsAs of this writingthere aretenregions: US East (Northern
Virginia), US West (Oregon), US West (Northern California), AWS Gollty@egon) EU Dublin), EU (Frankfurt),
Asia Pacific (Singapore), Asia Pacific (Tolagia Pacific (Sgdy), and South Americ&@uPaulo)

AWS Risk and Compliance Program

AWS provides information about its risk and compliance program to enable customers to incorporate AWS controls intc
their governance framewaork. This information can assist customersdardenting a complete control and governance
framework with AWS included as amportant part of that framework.

Risk Management

AWS management has developed a strategic business plan which includes risk identification and the implementation
controls tomitigate or manage risks. AWS managemeng¢valuates the strategic business plan at least biannually. This
process requires management to identify risks within its areas of responsibility and to implement appropriate measure
designedo address those sks.

LY FTRRAGAZ2YS GKS 1'2{ O2yiGNRt SYy@ANRYYSYl Aad sCapa&®©i |
and Security teams have established an information security framework anéepbiased on theControl Objectives for
Information and related TechnologyCOBIY framework and have effectively integrated the 1ISO 27001 certifiable
framework based on ISO 27002 controlserican Institute of Certified Public Accountants (AICPA) Trust Services

Principles , the PCI DS83.0, and theNational Institute of Standards and Technolo@yST) Publication 8688 Rev3
(Recommended Security Controls for Federal Information Sy3$tekdg¢S maintains the security policy, provides security
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training to employees, and performs application security revieltgse reviews assess the confidentiality, integrity, and
availability of data, as well as conformance to the information security policy.

AWS Security regularly scans all Internet facing service endpoint IP addresses for vulnerabilities (these soains do
include customer instances). AWS Security notifies the appropriate parties to remediate any identified vulnerabilities. |
addition, external vulnerability threat assessments are performed regularly by independent security firms. Findings an
recommerdations resulting from these assessments are categorized and delivered to AWS leadership. These scans
done in a mannefor the health and viability of the underlying AWS infrastructure and are not meant to replace the
Odzai2 YSNRa 2¢y reuidedt8 Miebthelr Apéaific crapliayicé requirements. Customers can request
LISNX¥A&daAz2y (2 O2yRdzO0 aoOlya 2F (GKSANI Of 2dzZR Ay FNI & i NIz
not violate the AWS Acceptable Use Policy. Advanceoappfor these types of scans can be initiated by submitting a
requestviathe AWS Vulnerability Penetration Testing Request Farm

Control Environment

AWS manages a comprehensive control environment that includes policies, processes and control activities that

f SGSNIF IS G NR2dza +FaLISoda 27 ' YI12yQa 2igdiSpkketfdr theecyré NP f
RSt A @S Ndsenacd offériags. Bhe collective control environment encompasses the people, processes, and
G§SOKy2t23e ySOSaalNe G2 SadlofAaK FyR YFAYUlFAyYy sty Sy
cortrol framework.AWS has integrated applicable clesyecific controls identified by leading cloud computing industry
bodies intothe AWS control framework. AWS continues to monitor these industry groups for ideas on which leading
practices can be implemead to better assist customers with managing their control environment.

The control environment at Amazon begins at the highest level of the Company. Executive and senior leadership play
AYLERNIFYyG NBEtSa Ay SaidlofAaKOSNEI ST LI 2¥ISSYy 88@a LIN2YWS RIS
Code of Business Conduct and Ethics and congyeteodic training. Compliance audits are perfornsxdthat

employees understand and follow the established policies.

The AWS organizational structure providdsaanework for planning, executing and controlling business operations. The
organizational structure assigns roles and responsibilities to provide for adequate staffing, efficiency of operations, and
the segregation of duties. Management has also estadtishuthority and appropriate lines of reporting for key
LISNE2YY St d LyOfdzZRSR & LI NG 2F (GKS /2YLIyeQa KANAYy3I
some casedackgrouncchecksas permitted by law and regulatidor employeesc¥ Y Sy a dzNJ 4GS A 0 K G K
position and level of access to AWS facilifidse Company follows a structured-boarding process to familiarize new
employees with Amazon tools, processes, systems, policies and procedures.

Information Security

AWS hasiplemented a formal information security prograshesignedo protect the confidentiality, integrity, and
F@FAflroAfAGeE 2F Odzali2YSNRQ aeéadsSvya yR REGEFE® 12 { LJdzof
that addresses how AWS can inelustomerssecuretheir data.

AWSReports,Certifications and ThireParty Attestations

AWS engages with external certifying bodies and independent auditors to provide customers with considerable
information regarding the policies, processes, and cont&stablished and operated by AWS.

amazon
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FedRAMPM

AWS is &ederal Risk and Authorization Management Progifaed RAMP) Compliant Cloud Service Provider. AWS has
completed the testing performed byfeedRAMP" accredited ThireParty Assessment Organization AZP) and has been
granted two Agency Authority to Operate (ATOs) by the US Department of Health and Human Services (HHS) after
demonstrating compliance witRedRAMP" requirementsat the Moderate impact levelAll U.S. government agencies
can leverage thé&WS Agency ATO packages stored irFe#RAMP" repository to evaluate AWS for their applications
and workloads, provide authorizations to use AWS, and transition workloads into the AWS enviromhaawt

FedRAMP®™ Agency ATOs encompass all U .S. regions (the AWS GovCloud (US) region and the AWS US East/West

regions).

The following services are in the accreditation boundary for the regions stated above:

 Amazon RedshiffAmazon Redshift is a fast, fully mged, petabytescale data warehouse service that makes it
simple and coseffective to efficiently analyze all your data using your existing business intelligence tools.

1 Amazon Elastic Compute Cloud (Amazon H@#3zon EC2 provides resizable compute capacity in the cloud. It
is designed to make wedcale computing easier for developers.

1 Amazon Simple Storage Service (88&)azon S3 provides a simple web services interfaatecin be used to
store and retrieve any amount of data, at any time, from anywhere on the web.

1 Amazon Virtual Private Cloud (VP&nazon VPC provides the ability for you to provision a logically isolated
sectin of AWS where you can launch AWS resources in a virtual network that you define.

1 Amazon Elastic Block Store (EB®)azon EBS provides highly available, highly reliable, predictable storage
volumes that can be &ched to a running Amazon EC2 instance and exposed as a device within the instance.

1 AWS ldentity and Access Management (IAMM enables you to securely control access to AWS services and
resources for your usser Using IAM, you can create and manage AWS users and groups and use permissions tc
allow and deny their access to AWS resources.

For more information on AWS FedRAMBompliance please see tHeNS FedRAMPFEAQS

FIPS 14@

The Federal Information Processing Standard (FIPS) Publicatios? igl@ US government security standard that

specifies the securityequirements for cryptographic modules protecting sensitive information. To support customers
with FIPS 14Q requirements, SSL terminationsAlVS GovCloud (US8perate using FIPS 14£0validated hardwae.

AWS works with AWS GovCloud (US) customers to provide the information they need to help manage compliance whe
using theAWS GovCloud (US) environment

FISMAand DIACAP

AWS enables US government ageadd achieve and sustain compliance with the Federal Information Security
Management ActKISMA. The AWS infrastructure has been evaluated by independeasssss for a variety of
government systems as part of their system owners' approval process. Numerous Federal Civilian and Department of
Defense (DoD) organizations have successfully achieved security authorizations for systems hosted on AWS in
accordancawith the Risk Management Framework (RMF) process defined in NIS3I7 0@ DoD Information

Assurance Certification and Accreditation ProcE88CAR.
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HIPAA

AWS enables covered entities and their business associates subject to the U.S. Health Insurance Portability and
Accountability Act (HIPAA) to leverage the secure AWS environment to process, maintain, and stoteghealth
information andAWS will be signing business associate agreements with such custohvé&also offers a HIPAA

focused whitepaper for customers interested in learning more about how they can leverage AWS for the processing an
storage of helh information. TheCreating HIPAKSompliant Medical Data Applications with AWIsitepaper outlines

how companies can use AWS to process systems that facilitate HIP Ad&edtidinformation Technology for Economic

and Clinical HealtHITECHcompliance.

Customers may use any AWS service in an account designated as a HIPAA account, but they should only process, stc
and transmit PHI in the HIPAstigible services defined the BAAThere arenine HIPAAeligible services today,
includingAmazonDynamoDBAmazonEBSAmMazonEC2 Amazon Elastic MapRedu@EVR) Amazon Elastic Load
Balancer(ELB)AmazonGlacier Amazon Relational Database Ser{R®S) [using only MySQL and Oracle engines],
AmazorRedshiffand AmazonS3

AWS follows a standardsmsed risk management program to ensure that the HHekglble services specifically support

the security, control, and administrative processes required under HIPAA. Using these services to store and process P
allows our customers and AWS to address the HIPAA requirements applicable to oubasiityograting model. AWS
prioritizes and adds new eligible services based on customer demand.

ISO 9001

AWS has achieved ISO 9001 certificattdVS's ISO 9001 certification directly supports customers who develop, migrate
and operate their qualitcontrolled ITa @ a1 SYa Ay GKS 12{ Of2dzR® / dzadi2YSNE C
evidence for their own ISO 9001 programs and indusgrgcific quality programs, suas GxP in life sciences, 1SO 13485

in medical devices, AS9100 in aerospace, and ISO/TS ib6&4@motive. AWS customers who don't have quality

system requirements will still benefit from the additional assurance and transparency that an ISO 9001 certification
provides The ISO 9001 certification covers the quality management system over a&dmifie of AWS services and
Regions of operations (below) and services including:

AWS Cloud Formation

AWS Cloud Hardware Security Model (HSM)
AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB

Amazon EC2 VM Import/Export

AWS Elastic Beanstalk

Amazon Elastic Block Store (EBS)

Amazon Elastic Cloud Compute (EC2)
Elastic Load Balancing (ELB)

Amazon Elastic MapReduce (EMR)

Amazon ElastiCache

Amazon Glacier

AWS Identity and Access Management (IAM)
Amazon Redshift

Amazon Relational Database Service (RDS)
AWS Route 53

Amazon SimpleDB

= =4 =4 =4 -4 -4 -4 8 4 -4 -8 -8 -8 -4 -9 -4 -89
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Amazon Simple Storage Service (S3)

AWS Storage Gateway

Amazon Simple Workflow 8gce (SWF)

Amazon Virtual Private Cloud (VPC)

The underlying physical infrastructure and the AWS Management Environment

=A =4 =4 4 =4

AWS's ISO 9001 accreditation covers AWS Regions including US East (Norihe) ViggWest (Oregon), US West
(Northern California), AWS GovCloud (US), South America (Sau Paulo), EU (Ireland), and Asia Pacific (Singapore), As
Pacific (Sydney), and Asia Pacific (Tokyo).

ISO 9001:2008 is a global standard for managing the quélgisoducts and services. The 9001 standard outlines a
guality management system based on eight principles defined by the International Organization for Standardization
(ISO) Technical Committee for Quality Management and Quality Assurance. They include:

Cuwstomer focus

Leadership

Involvement of people

Process approach

System approach to management
Continual Improvement

Factual approach to decisianaking
Mutually beneficial supplier relationships

=A =4 =4 -4 4 -4 -8 -4

ISO 27001

AWS has achieved ISO 27001 certification of oorrnmtion Security Management System (ISMS) covering AWS
infrastructure, data centers, and services including

AWS CloudFormation

AWS Cloudtrail

Amazon DynamoDB

AWS Elastic Beanstalk

Amazon Elastic Block Store (EBS)

Amazon Elastic Cloud Compute (EC2)

AWS Direct Connect

Amazon EC2 VM Import/Export

AWS Cloud Hardware Seity Model (HSM)
Elastic Load Balancing (ELB)

Amazon Elastic MapReduce (EMR)
Amazon Elagfache

Amazon Glacier

AWS ldentity and Access Management (IAM)
Amazon Redshift

Amazon Relational Database Service (RDS)
AWS Route 53

Amazon SimpleDB

Amazon Simple Storage Service (S3)
Amazon Simple Workflow Service (SWF)

=4 =4 =4 =4 -4 -4 -4 8 -4 4 -8 -4 -4 -9 -4 -4 49"
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1 AWS Storage Gateway
1 Amazon Virtual Private Cloud (VPC)
1 The underlying physical infrastwre (including GovCloud) and the AWS Management Environment

ISO 27001/27002 is a widedglopted global security standard that sets out requirements and best practices for a
d2a0SYFGAO LIWINRFOK G2 YFEyF3aiay3d O2Y Ip#rigte risk assessDains (G 2 Y S NJ
appropriate to everchanging threat scenarios. In order to achieve the certification, a company must show it has a
systematic and ongoing approach to managing information security risks that affect the confidentiality, intaytity,
F@FAflroAfAGe 2F O2YLIl ye YR O0dzali2YSNI AYF2NNIGAZ2Yd ¢ K
AAIAYATFAOLIYG AYyF2NXYEFGAZ2Y NBIFNRAYI 2dz2NJ 8SOdz2NRiGe O2y i NI
centers in allegions worldwide and AWS has established a formal program to maintain the certification. AWS provides
additional information and frequently asked questions about its ISO 27&@itication on their web site.

ITAR

TheAWS GovCloud (U&gion supports US International Traffic in Arms Regulatid#sy compliance. As a part of
managing a comprehensive ITAR pliance program, companies subject to ITAR export regulations must control
unintended exports by restricting access to protected data to US Persons and restricting physical location of that data t
the US. AWS GovCloud (US) provides an environment physicalted in the US and where access by AWS Personnel is
limited to US Persons, thereby allowing qualified companies to transmit, process, and store protected articles and data
subject to ITAR restrictions. The AWS GovCloud (US) environment has beed bydih independent thirgarty to

validate the proper controls are in place to support customer export compliance programs for this requirement.

PCI DSS Level 1

AWS is Level 1 compliant under the Payment Card Industry (PCI) Data Security StandaCdig8&y.s can run
applications on our P@€bmpliant technology infrastructure for storing, processing, and transmitting credit card
information in the cloud. In February 2013, the PCI Security Standards Council rét€d428S Cloud Computing
Guidelines These guidelines provide customers who are managing a cardholder data environment with considerations
for maintaining PCI DSS controls in the cloud. AWS has inctagahe PCI DSS Cloud Computing Guidelines into the
AWS PCI Compliance Package for customers. The AWS PCI Compliance Package includes the AWS PCI Attestation
Compliance (AoC), which shows that AWS has been successfully validated against standaatitedpid evel 1
serviceprovider under PCI DSS Versiod, &nd the AWS PCI Responsibility Summary, which explains how compliance
responsibilities are shared between AWS and our customers in the cloud.

The following services are in scope for PCl D&S 1Le

AWS Auto Scaling

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB (DDB)

Amazon Elastic Block Store (EBS)

Amazon Elastic Compute Cloud (EC2)
Elastic Load Balancing (ELB)

Amazon Elastic MapReduce (EMR)
Amazon Glacier

AWS ldentity and Access Management (IAM)
Amazon Redshift

Amazon Relational Database Service (RDS)
Amazon Route 53

=A =4 =4 =4 4 -4 -8 -8 -4 -8 -4 -4 -8 -4
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Amazon SimpleDB (SDB)

Amazon Simple Storage Service (S3)
Amazon SQS

Amazon SWF

Amazon Virtual Private Cloud (VPC)

=A =4 =4 4 =4

The latest scope of services for tA®/S PCI DSS LeVeertificationcan be found atPCI DSS Level 1 FAQs

SOC ASAE 3402

Amazon Web Services publishes a Service Organization Controls 1 (SOC 1), Type Il report. The audit for this report is
conducted in accordance with American Institute of Certified Public AccountantsA)AKCIP801 (formerly SSAE 16) and
the International Standards for Assurance Engagements No. 3402 (ISAET¥M®Auaktandard reports intended to

meet a broad range of financial auditing requirements for U.S. and international auditing bodies. TheepO€audit

I GG Saida sdoritrol dojedtives ae appropriately designed and that the individual controls defined to safeguard
customer data are operating effectivelifhisreportis the replacement of the Statement on Auditing Standards No. 70
(SAS 70) Type Il Audit report.

The AWSOC tontrol objectives are provided here. The report itself identifies the control activities that support each
of these objective$ YR G KS AYRSLISYRSY(G | dZRAG2ND&A NBadzZ Ga 2F (GKSA

The SOC 1 reports are designed to focus on controls at a service organization that are likely to be relevant to an audit
I.
the applicability of controls to customer financial statements varies by customer. Therefore, the AWS SOCi4 report

Objective Area

Objective Description

Security
Organization

Controls provide reasonable assurance that information security policies have been implemented
communicated throughout the organization.

EmployeeUser
Access

Controls provide reasonable asance that procedures have been established so that Amazon
employee user accounts are added, modified and deleted in a timely manner and reviewed on a p
basis.

Logical Security

Controls provide reasonable assurance that policies and mechanisnrs@eee to appropriately
restrict unauthorized internal and external access to data and customer data is appropriately segr¢
from other customers.

Secure Data
Handling

Controls provide reasonable assurance thattdatK I y Rt Ay 3 06 S (i ¢ @it ¢f inifiskicdh toO

an AWS storage location is secured and mapped accurately.

Physical Securitand
Environmental

Controls provide reasonable assurance that physical access to data centers is restricted to author
personnel and that mechasms are in place to minimize the effect of a malfunction or physical disas

Protection to data center facilities
Change Controls provide reasonable assurance that changes (including emergencydutore and
Management configuration) to existing IT resourcesedogged, authorized, tested, approved and documented.

Data Integrity,
Availability and
Redundancy

Controls provide reasonable assurance that data integrity is maintained through all phases includi
transmission, storage and processing.

Incident Handlhg

Controls provide reasonable assurance that system incidents are recorded, analyzed, and resolve

dza SNJ Sy ( Alil & &Y F A gausyaer bak¢ i€bibad, and the use of AEiceds equally as broad,
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designed to covespecifickey controls likelyto be required during a financial audit, as wellkcasering éroad range of

IT general controls taccommodatea wide range of usage and audit scenarios. This allows customers to leverage the
AWS infrastructure to store and process critical data, inolyidhat which is integral to the financial reporting process.
AWSperiodicallyreassesses the selection of these controls to consider customer feedback and usagengidhisnt

audit report.

I 2 s€&ommitment tothe SOC 1 repors orgoing, and AWS witbntinue the process of periodic audithe SOC 1
report scope covers

AWS CloudFormation

AWS CloudHSM

AWS CloudTrall

AWS Direct Connect

Amazon DynamoDB

Amazon EC2 VM Import/Export
Amazon Elastic Beanstalk

Amazon Elastic Block Store (EBS)
Amazon ElastiCache

Amazon HEistic Compute Cloud (EC2)
Amazon Elastic Load Balancing (ELB)
Amazon Elastic MapReduce (EMR)
Amazon Glacier

AWS ldentity and Access Management (IAM)
Amazon Redshift

Amazon Relational Database Service (RDS)
Amazon Route 53

Amazon SimpleDB

Amazon Simple Storage Service (S3)
Amazon Simple Woflow (SWF)
Amazon Simpl@ueue Servicé€SQP
AWS Storage Gateway

Amazon Virtual Private Cloud (VPC)

=4 =4 =8 =4 4 -4 -4 -8 -8 -8 -8 - -8 of s s oa s

SOC 2

In addition to the SOC 1 report, AWS publishes a Service Organization Controls 2 (SOQI2gpbypeSimilar to the

SOC 1 in the evaluation of controls, the SOC 2 report is an attestation report that expands the evaluation of controls to
the criteria set forthby the American Institute of Certified Public Accountants (AICPA) Trust Services Principles. These
principles define leading practice controls relevant to security, availability, processing integrity, confidentiality, and
privacy applicable to service omgaations such as AWBhe AWS SOC 2 is an evaluation of the design and operating
STFSOUAQBSYySaa 2F O2ydaNerfta GKFEG YSSO GKS ONARGSNRAIL F2NJ
Services Principles criteria. This report prosideditional transparency into AWS security and availalbiéised on a
preRSTAYSR AYRdzaGONE adGFyRINR 27F €SI Rdnyhdmehtdlproréctn@@istomery R
data.The SOC 2 report scope covers the same services covered3S@Md report. See the SOC 1 description above for
the in-scope services.

amazon

Pagel2of 128 webservices


http://aws.amazon.com/cloudformation/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/directconnect/
http://aws.amazon.com/dynamodb/
http://aws.amazon.com/ec2/vm-import/
http://aws.amazon.com/elasticbeanstalk/
http://aws.amazon.com/ebs/
http://aws.amazon.com/elasticache/
http://aws.amazon.com/ec2/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/elasticmapreduce/
http://aws.amazon.com/glacier/
http://aws.amazon.com/iam/
http://aws.amazon.com/redshift/
http://aws.amazon.com/rds/
http://aws.amazon.com/route53/
http://aws.amazon.com/simpledb/
http://aws.amazon.com/s3/
http://aws.amazon.com/swf/
http://aws.amazon.com/sqs/
http://aws.amazon.com/storagegateway/
http://aws.amazon.com/vpc/

Amazon Web Services Risk and Compliance July2015

SOC 3

AWS publishes Service Organization Controls 3 (SOC 3) reptwtSOC 3 report is a publicallyailable summary of

GKS 12{ {h/ H NBLRZNI® ¢KS NBLR2NI AyOfdzRSa G(KS SEGSNYyI
L/t ! Qt TrystPérdaNdmcluded in the SOC 2 report), the assertion from AWS management regarding the
effectiveness of controls, and an overview of AWS Infrastructure and Services. The AWS SOC 3 report includes all AW
data centers worldwide that supportiscope services. This is a great resource for customers to validate that AWS has
obtained external auditor assurance without going through the process to request a SOC 2 Tdmmo80C 3 report

scope covers the same services covered in the SOC 1 repeithesSOC 1 description above for thes@ope services.

View the AWS SOC 3 report here

Other CompliancéBest Practices

The flexibility and customeioatrol that the AWS platform provides permits the deployment of solutions that meet
industry-specific compliance requirements.
1 CSAAWS has completed the Cloud Security Alliance (CSA) Consensus Assessments Initiative Questionnaire.
guestionnaire pubfhed by the CSA provides a way to reference and document what security controls exist in
2 { Qa Ly Fah-SeiidetHAindgsNIe questionnai@A1Q provides a set of over 140 quéstis a
cloud consumer and cloud auditor may wish to ask of a cloud prov&aer Appendix A of this document for the
CSAConsensus Assessments Initiative Questionrairepletedby AWS
1 MPAA The Motion Picture Association of America (MPAA) has establésketlof best practices for securely
storing, processing and delivering protected media and contettyp:(/www.fightfilmtheft.org/facility -security
program.htm). Media companig use these best practices as a way to assess riskemnudlity oftheir content
and infrastructure. AWBas demonstrated alignmentith the MPAA best practices and the AWS infrastructure
is compliant with all applicable MPAA infrastructure controls. WhikS at !! R2Sa y20 2F7F¢
mediaindustry customerganuse the AWS MPAdocumentation to augmentheir risk assessment and
evaluationof MPAAtype content on AWSSee Appendix B of this document for the AWS alignment with Motion
Picture d America Association (MPAA) Content Security Model.

amazon
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Key Complianc®uestionsand AWS

This section addresses genesioud computingcomplianceguestionsspecifically foAWS . Thesecommoncompliance
guestionglisted may beof interestwhen evaluating andperating in a cloud computing environmeartd mayassist in

12{ Odzali2YSNARAQ O2y(GNRf YIyYylI3SYSyid SFF2Nliao

Ref | Cloud Computing Question AWS Information

1 Control ownership. Who owng For the portion deployeihto AWS, AWSEontrolsthe physicactomponents of
which controls for cloud that technology. The customer owns and controls everything else, including
deployed infrastructure? control over connection points and transmissions. To help customers better

understand what controls we have in place and how ditety they are
operating, we publish 80C Typell report with controls defined around EC2,
S3 and VPC, as well as detailed physical security and environmental contro
These controls are defined at a high level of specificity that should meet mo
cugomer needs. AWS custometisat have signed a nedisclosure agreement
with AWS mayequest acopy of theSOC Type Il report

2 Auditing IT. How can auditing Auditing for most layers and controls above the phylsicentrols remains the
of the cloud provider be responsibility of the customer. The definition of AM¥&ined logical and physicg
accomplished? controls is documented in thBOC Type lreport, and the report is available fo

review by audit and compliance team®®WS ISO 27001 and other dfications
are also available for auditots review.

3 SarbaneOxley compliance. | If a customer processes financial information in the AWS cloud, theé 48 NX
How is SOX compliance auditors may determine that some AWS systems come into scope for Sarba
achieved if irscope systems |h Ef S& 6{ h- 0 NBldANBYSyiaod ¢KS Odz
are deployed in the cloud determination regarding SOX applicabilBecause most of the logical access
provider environment? controls are managed by dsner, the customer is best positioned to determir

if its control activities meet relevant standards. If the SOX auditors request
ALISOATAOA sbyditaNsBnirols They car rélerentes AWSSOC 1
Type llreport which details the controls tha&WS provides.

4 HIPAA compliance. Is it HIPAA requirements apply to and are controlled by the AWS customer. The
possible to meet HIPAA platform allows forthe deployment of soltions that meet industrnspecific
compliancerequirements certification requirements such as HIPAAIstomers can us&WSservices to
while deployed in the cloud | maintain a security level that equivalent or greatethan those required to
provider environment? protect electronic health recordsCustomers have built healthcaapplications

O2YLIX ALYyl S6AGK I Lt! ! Qa {SOdzaNRGe Iy
additional information about HIPAA compliance on its web site, including a
whitepaper on this topic.

5 GLBA compliance. Is it possill Most GLBA requirements are controlled by the AWS customer. AWS provids

to meet GLBA certification
requirements while deployed
in the cloud provider
environment?

means for customers to protect data, manage permissions, and build-GLBA
compliant applications on AWS infrastructure. If the oasér requires specific
assurance that physical security controls are operating effectively, they can
referencethe AWSSOC Type llreport as relevant.
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Ref | Cloud Computing Question AWS Information

6 Federal regulation US Federal agencies can be compliant under a number of compliance stang
compliance. Is it possible for { including the Federal Information Securilanagement Act (FISMA) of 2002
US Government agency to bg Federal Risk and Authorizan Management ProgranF€dRAMP), the Federal
compliant with secuty and Information Processing Standard (FIPS) Publicatior2140d the International
privacy regulations while Traffic in Arms Regulations (ITARpmpliance with other laws and statuesy
deployed in the cloud provide also be accommodated depending on the requirenseset forth in the
environment? applicable legislation.

7 Data location. Where does | AWS customers designaitewhich physicategiontheir data and their servers
customer data reside? will be located. Data replication for $ata objectds done within the regional

cluster in which the data is stored and is not replicated to other data center
clusters in other region®AWS customers designate in which physical region t
data and their servers will be located. AWS will not move customers' conten
from the selectedRegions without notifying the customer, unless required to
comply with the law or requests of governmental entitiés of thiswriting,

there are tenregions: US East (Northern Virginia), US West (Oregon), US W
(Northern California), AWS GovClquuE) Oregon), EUJublin), EU (Frankfurt),
Asia Pacific (Singapore), Asia Pacific (Tokyo), Asia Pacific (Sydney), and S¢
America §auPaulo).

8 E-Discovery. Does the cloud | AWS provides infrastructure, and customers manage everything else, includ
LIN2 @A RS NJ Y S S| the operating system, the network configuration, and the installed applicatio
needs to meet electronic Customersare responsible forespondngappropriately to legal procedures
discovery procedures and involving theidentification, collection, processing, analysis, and production of
requirements? electronic documentghey store or process using AW$pon requestAWSmay

g2N)] 6A0GK Odza (2 Y Sasdistadckia leghlpripcgsdings. ! 2

9 Data center tours. Are data | No.Due to the fact that our dat@enters host multiple customers, AWS does T
center tous by customers allow datacenter tours by customersas this exposes a wide range of custome
allowed by the cloud to physical access of a third party. To meet thistomer needan independent
provider? and competentuditor validatesthe presence and operation of controls as palr

of our SOC Type Il reportThis broadly accepted thirgarty validation provides
customers with the independent perspective of the effectivenafssontrols in
place.AWS customers that have signed a fisclosure agreement with AWS
may request a copy of theOC Type Il reportindependent reviews of data
center physical security is also a part of the ISO 27001 audit, the PCI asses
ITAR adit, and theFedRAMP" testing programs.

10 | Thirdparty access. Are third | AWSstrictly controls access to data centers, even for internal employees. Th
parties allowed access to the| partiesare not providedaccess to AWSath centers except when explicitly
cloud provider data centers? | approved by the appropriate AWS datanter manageper the AWS access

policy. See theSOC Type lireport for specific controls related to physical
access, dataenter access authorization, and other related controls.

11 | Privileged actions. Are Controls in placéimit access to systermend dataand provide thataccesgo

privileged actions monitored
and controlled?

systems or datas restricted and monitored. In addition, customer datarisl
server instances aregicdly isolatedfrom other customerdy default Privileged
user access control is reviewed by an independent auditor during the SOCS
1, 1ISO 27001, PGTARand FedRAMP" audits.
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Ref | Cloud Computing Question AWS Information

12 | Insider access. Does the clou AWSprovidesspecificSOC Tontrols toaddress the threat of inappropriate
provider address the threat of insider accesgndthe public certification and compliance initiativesveredin
inappropiiate insider access t( this document address insider accead certifications and thireparty
customer data and attestations evaluate logical access preventative and detective controls. In
applications? addition, periodic risk assessments focus on how insider access is controlle

monitored.

13 | Multi-tenancy. Is customer The AWS environment is a virtualized, mtdtnant environment. AWS has
segregation implemented implemented security management processes, PCI controls, and other secu
securely? controlsdesignedo isolateeach customer from other customers. AWS syster

are designed to preve customers from accessing physical hosts or instancey
assigned to them by filtering through the virtualization software. This
architecture has been validated by an independent PCI Qualified Security
Assessor (QSA) and was found to be in complianealirequirements of PCI
DSS version.@ published ilNovember2013.

Note that AWS also has sindenancy options. Dedicated Instances are Amaz
EC2 instances launched within your Amazon Virtual Private Cloud (Amazon
that run hardware dedicated ta single customer. Dedicated Instances let you
take full advantage of the benefits of Amazon VPC and the AWS cloud whilg
isolating your Amazon EC2 compute instances at the hardware level.

14 | Hypervisor vulnerabilities. Ha| Amazon EC2 currently utilizes a highly customized version of the Xen hyper
the cloud provider addressed| The hypervisor is regularly assessed for new and existing vulnerabilities ang
known hypervisor attack vectors by internal and external penetration teams, arvdei$ suited for
vulnerabilities? maintaining strong isolation between guest virtual machiridsee AWS Xen

hypervisorsecurity is regularly evaluated by independent auditors during
assessments and auditSee the AWS security whitepaper for more informatig
on the Xen hypervisor and instance isolation.

15 | Vulnerability management. | AWS is responsible for patching systesupporting the delivery of service to
Are systems patched customers, such as thgypervisor and networkingervices. fis is done as
appropriately? required per AWS policy and in accordance with ISO 27001, NIST, and PCI

requirements. Customers control their ovguestoperating systemssoftware
and applicationand are therefore responsible for patching their own systemg

16 | Encryption. Do the provided | Yes. AWS allows customers to use their own encryption mechanisms for ne
senices support encryption? | all the services, including S3, EBS, SimpleDB, antPBg2.tunnel® VPC are

also encryptedAmazon S3 also offers Server Side Encryptiom aption for
customers Customers may also use thiparty encryption technologiefRefer to
the AWS Security white paper for more information.

17 | Data ownership. What are thg AWS customers retain control and ownershfpileir data AWSerrson the side
Of 2dzR LINE @A R S| of protecting customer privacy arigvigilant in determining which law
customer data? enforcement requests we must comply witiWSdoes nothesitate to challenge

orders from law enforcement e think the orderslack a solid basis.

18 | Data isolation. Does the clouq All data stored by AWS on behalf of customers has strong tenant isolation

provider adequately isolate
customer data?

security and controtapabilities Amazon S3 provides advanced data access
controls. Please see the AW srity whitepaper for more information about
ALISOATAO RIFEiOlF aSNWBAOSaAQ aSOdNRGeé®
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Ref | Cloud Computing Question AWS Information

19 | Composite services. Does thg AWS does not leverage any thipdrty cloud providers to deliver AWS giges to
cloud provider layer its servic| customers.
gAGK 20KSddudIN
services?

20 | Physical and environmental | Yes. These are specifically outlined in 8@C Type lireport. In addition, other
controls. Are these controls | certificationsAWS supports such as ISO 27001 BedRAMP" require best
operated by the cloud practice physical and environmental controls.
provider specified?

21 | Clientside protection. Does | Yes. AWS allows customers to manage cliedtranbile applications to their
the cloud provider allow own requirements.
customers to secure and
manage access from clients,
such as PC and mobile
devices?

22 | Server security. Does the Yes. AWS allows customers to implement their own security architecture. S¢
cloud provider allow the AWS security whitepaper for modetails on server and network security.
customers to secure their
virtual servers?

23 | Identity and Access AWShas asuite ofidentity and access management offeringllowing
Management. Does the customers to manage user identities, assign security credenti@anze users
service include I1AM in groups, angmanageuser permissions in a centralized way. Please see the
capabilities? web site for more information.

24 | Scheduled maintenance AWS does not reguérsystems to be brought offline to perform regular
outages. Does the provider | maintenance and system patchiig?2 { Qa 26y Yl Ay GSyl y
specify when systems will be| patching generally do not impact customers. Maintenance of instances
brought down for themselvess controlled by the customer.
maintenance?

25 | Capability to scale. [2s the | The AWS cloud is distributegighlysecure and resilient, giving customers
provider allow customers to | massivescalepotential. Customers may scale up or down, paying for only wh
scale beyond the original they use.
agreement?

26 | Service availabiy. Does the | AWS does commit to high levels of availabilititsrservice level agreements
provider commit to a high (SLA). For exampladmazonEC2 commits to annual uptime percentagebf
level of availability? least 99.95% during the service yeAmazonS3commits tomonthly uptime

percentageof at least 99.9%. Service credits are provided in the case these
availability metrics are not met.

27 | Distributed Denial Of Service| The AWS network provides significant protection against traditional network
(DDoS) attacks. How does th{ security issues and the customer can implement further protection. See the
provider protect their service | Security Whitepaper for more information on this topic, including a discussior
against DDoS attks? DDoS attacks.

28 | Data portability. Can the data] AWS allows customers to move data as needed on and off AWS storage. A

stored with a service provider
be exported by customer

request?

Import/Export service for S3 accelerates moving large amounts of data into
out of AWS using portable storage devices for transport.
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Ref | Cloud Computing Question AWS Information

29 | Service provider business AWS does operate a business continuity program. Detailed information is
continuity. Does the service | provided in the AWSecurty Whitepaper.
provideroperatea business
continuity program?

30 | Customer business continuity AWS provides customers with the capability to implement a robust continuity
Does the service provider plan, including the utilization of frequent sewinstance backips, data
allow customers to implemen| redundancy replication, and multegion/availability zone deployment
a business continuity plan? | architectures.

31 | Data durability. Does the Amazon S3 provides a highly durable storage infrastructure. Objects are
service specify data durability] redundanty stored on multiple devices across multiple facilities in an Amazo

Region. Once stored, Amazon S3 maintains the durability of objects by quic
detecting and repairing any lost redundancy. Amazon S3 also regularly verif
the integrity of data stoed using checksums. If corruption is detected, it is
repaired using redundant data. Data stored in S3 is designed to provide
99.999999999% durability and 99.99% availability of objects over a given y¢

32 | Backups. Does the service | AWS allows customers to perform their own backups to tapes using their ow

provide backups to faes? tape backup service provider. However, a tape backup is not a service provi
by AWS. Amazon S3 service is designed to drive the likelihood of data loss
near zero percentrad the durability equivalentof multi-site copies of data
objects is achieved through data storage redundancy. For information on da|
durability and redundancy, please refer to the AWS web site.

33 | Price increases. Will the AWS has a history of frequently reducing prices as the cost to provide these
service provider raise prices | services reduces over time. AWS has reduced prices consistently over the
unexpectedly? several years

34 | Sustainability. Does the AWS is a leading cloud provider and is a{mm business strategy of

service provider company
have long term suainability

potential?

Amazon.com. AWS has very high long term sustainability potential.

AWS Contact

Customergan request the reports and certifications produced by our tpiagty auditorsor can requesmore

information about AWS Complianbg contactingAws Sales and Business Development

. The representative will route

customers to the proper team depending on nature of thguiry. For additional information on AWSompliancesee

the AWS Compliance site
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AppendixA: CSACmsensus Asseasnents Initiative Questionnaire v1.1

¢t KS

/ 2 dzR

{ S OdzNXR { dor-prdifitforkdniyatod with A fission td piométe tide yise Bf best practices for
providing security assurance within Cloud Computing, and to provide educatidrearsés of Cloud Computing to help

secure all other forms of computirg. efer@ncehttps://cloudsecurityalliance.org/about/] A wide range of industry
security practitioners, corporations, and assuitins participate in this organization to achieve its mission.

The CSA Consensus Assessments Initiative Questionnaire provides a set of questions the CSA anticipates a cloud

consumer and/or a cloud auditor would ask of a cloud provider. It providesess&rsecurity, control, and process
guestions which can then be used for a wide range of uses, including cloud provatgioseand security evaluation.
AWS has completed this questionnaire with the ansvibetisw.

Domain Control Group | CID Consensus Asssment Questions AWS Response

Compliance | Audit Planning | CG01.1 | Do you produce audit assertions using a| AWS obtains certain industry cditations and
structured, industry accepted format (ex. | independent thirdparty attestations and
CloudAudit/A6 URI Ontology, CloudTrust| provides certain certifications, reports and othe
SCAP/CYBEX, GRC XML, ISACA's Clou( relevant documentation directly to AWS
Computing Management Audit/Assuree | customers under NDA.

Program, etc.)?

Compliance | Independent C002.1 | Do you allow tenants teiew your SAS70 | AWS provides thirgharty attestations,

Audits Type II/SOC2/ISAE3402 or similar third | certifications, Service Organization Controls 1
party audit reports? (SOC 1) Type Il report and other relevant
compliance reports déctly to our customers

Compliance C002.2 | Do you conduct netwik penetration tests | under NDA.
of your cloud service infrastructure
regularly as prescribed by industry best | AWS Security regularly scans all Internet facini
practices and guidance? service endpoint IP addresses for vulnerabilitie

(these scans do not include customer instance
- — AWS Security notifies the appropriate parties t

Compliance C002.3 | Do you (_:onduct regular application remediate any identifié vulnerabilities. In
penetration tests of youcloud - addition, external vulnerability threat
|nfrastruct_ure aspresc_rlbed by industry assessments are performed regularly by
best practices and guidance? independent security firms. Findings and

Compliance CG02.4 | Do you conduct internal audits regularly § recommendations resulting from these
prescribed by industry best practices and assessments are categorized and delivered to
guidance? AWS leadership.

Compliance CG02.5 | Do you conduct external audits regularly | In addition, he AWS control environment is
prescribed by industry best practices and| subject to regular internal and external risk
guidance? assessments. AWS engages with external

certifying bodies and independent auditors to

Compliance C0G02.6 | Are the results of the network penetratior] review and test the AWS overall control
tests available to tenants at their request| environment.

Compliance C002.7 | Are the results of internal and external
audits available to tenants at their
request?

Compliance | ThirdParty CQ003.1 | Do you permit tenants to perform Customers can request permission to conduct

Audits independent vulnerability assessments? | scans of their cloud infrastructure as long as th
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Compliance CG03.2 | Do you have external thirgarty conduct | NB f AYAGSR (2 GKS Od
vulnerability scans and periodic not violate the AWS Accégble Use Policy.
penetration tests on your appiations and | Advance approval for these types of scans can
networks? initiated by submitting a request via the AWS
Vulnerability / Penetration Testing Request
Form.
AWS Security regularly engages independent
security firms to perform external vulnerability
threat assessments. The AWS SOC 1 Type
report provides additional details on the specifi
control activities executed by AWS.
Compliance | Contact/ CO04.1 | Do you maintain liaisons and points of AWS maintains contacts with industry bodies,
Authority contact with local authorities in risk andcompliance organizations, local
Maintenance accordance with contracts and approprial authorities and regulatory bodies as required b
regulations? the 1ISO 27001 standard.
Compliance | Information CQO05.1 | Do you have the ability to logically All data stored by AWS on behalf of customers
System segment or encrypt customer data such | has strong tenant isolation security and control
Regulatory that data may beproduced for a single capabilities. Customers retain control and
Mapping tenant only, without inadvertently ownership of their data,hus it is their
accessing another tenant's data? responsibility to choose to encrypt the data.
C005.2 | Do you have capability to logically segme AWS al]ows customers {0 use their own
and recover data for a specific custonier encr_yptlor) mecl_wanlsms for nez_:lrly all the
the case of a failure or data loss? services, including S3, EBS, SimpleDB and EC
IPSec tunnel® VPC are also encryptedmazon
S3 also offers ServSide Encryption as an optig
for customers. Refer to AWS Risk and
Compliance Whitepaper for additional details
available at ktp://aws.amazon.com/security.
Compliance | Intellectual CO006.1 | Do you have policies and procedures in | AWS Compliance and Security teams have
Property place describing what controls you have | established an information security framework
place to protecti Sy I infefieatdal and policies based on the Control Objectives f(
property? Information and related Technology (COBIT)
framework. The AWS security framework
integrates the ISO 27002 best practices and th
PCI Data Security Standard.
Refa to AWS Risk and Compliance Whitepape
for additional details available at
http://aws.amazon.com/security.
Compliance | Intellectual COO07.1 | If utilization of tenants services housed in Resource utilization is monitored by AWS as
Property the cloud is mined for cloud provider necessary to effectively manage the availability
benefit, are the teants IP rights of the service. AWS does not collect customer
preserved? intellectual property as part of resource
utilization monitoring.
Compliance | Intellectual CO008.1 | If utilization of tenants services housed in Utilization of customer services housed in the
Property the cloud is mined for cloud provider cloud is not mined.
benefit, do you provide tenants the ability]
to opt-out?
Data Ownership/ DG Do you follow a structured dattabeling AWS customers retain control and ownership ¢
Governance | Stewardship 01.1 standard (ex. ISO 15489, Oasis XML their data and may implement a structured dat:

Catalog Specification, CSA data type
guidance)?

labeling standardo meet their requirements.
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Data Classification DG Do you provide a capability to identify Virtual Machines are assigned to customers as
Governance 02.1 virtual machines via policy tags/metadata part of the EC2 service. Customers retain conti
(ex. Tags can be used to limit guest over what resources are being used and wherg
operating systems from resources reside. Refer to the AWS Website fg
booting/instantiating/transporting data in | additional details http://aws.amazon.con.
the wrong country, etc.)?
Data DG Do you provide a capability to identify AWS provides the ability to tag EC2 resources
Governance 02.2 hardware via policy form of metadata, EC2 tags can be used to
tags/metadata/hardware tags (ex. create useffriendly names, enhancsearch
TXT/TPM, VNag, etc.)? ability, and improve coordination between
multiple users. The AWS Management Consol
has also supports tagging.
Data DG Do you have a capability to use system | AWS povides the capability of conditional user
Governance 02.3 geographic location as an authentication| access based on IP address. Customers can a
factor? conditions to control how users can use AWS,
such as time of day, their originating IP addres
or whether they are using SSL.
Data DG Can you provid the physical AWS provides customers the flexibility to place
Governance 02.4 location/geography of storage of a instances and store data within multiple
G§SylyiliQa RIGF dzJ2 y | geographic Regions. AWS customers designat
which physical region their data and thegrvers
Data DG Do you #dow tenants to define acceptable| Will be located. AWS will not move customers'
Governance 02.5 geographical locations for data routing or| content from the selected Regions without
resource instantiation? notifying the customerunless required to
comply with the law or requests of government
entities. As of this writing, there arten regions:
US East (Northiea Virginia), US West (Oregon),
US West (Northern California), AWS GovCloud
(US)(Oregon), EUQublin), EU (Frankfurt)Asia
Pacific (Singapore), Asia Pacific (Tokyo), Asia
Pacific (Sydney), and South AmerigauPaulo).
Data Handling / DG Are Policiesand procedures established fg AWS customers retain control and ownership ¢
Governance | Labeling/ 03.1 labeling, handling and security of data an| their data and may implement a labeling and
Security Policy objects which contain data? handing policy and procedures to meet their
requirements.
Data DG Are mechanisms for label inheritance
Governance 03.2 implemented forobjects that acts
aggregate containers for data?
Data Retention Policy| DG Do you have technical control capabilities AWS provide customers with the ability to dele
Governance 04.1 to enforce tenant data retention policies?| their data. However, AWSiustomers retain

control and ownership of their data so it is the
customer's responsibility to manage data
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Data DG Do you have a documented procedure fo| retention to their own requirements. Refer to
Governance 04.2 responding to requests for tenant data AWS Overview of Security Processes Whitepa
from govermments or third parties? for additional details available at
http://aws.amazon.con/security.
AWS errs on the side of protecting customer
privacy and is vigilant in determining which law
enforcement requests we must comply with.
AWS does not hesitate to challenge orders fror
law enforcement if we think the orders lack a
solid basis.
Data Secure Disposal| DG Do you support secure deletioaX. When a storage device has reached the end of
Governance 05.1 degaussing / cryptographic wiping) of useful life, AWS procedures include a
archived data as determined by the decommissioning process that is designed to
tenant? prevent customer data from being expEsto
Data DG Can you provide a published procedure f{ unauthorized individuals. AWS uses the
Governance 05.2 exiting the service arrangement, including techniques detailed in DoD 5220-R2
assurance to sanitize all computing 6abldA2ylrt LyRdzauNRL§
resources of tenant data once a custome| & | y dzk £ &0 -y NJomID{dZh Rys/A A
has exited your environmertr has {FYAUGATFLOGAZ2YeEO 02 RSAa
vacated a resource? decommissioning process. If ardware device is
unable to be decommissioned using these
procedures, the device will be degaussed or
physically destroyed in accordance with industj
standard practices. Refer to AWS Overview of
Security Processes Whitepaper for additional
details- avaibble at
http://aws.amazon.com/security.
Data Nonproduction | DG Do you have procedures in place to ensu AWS customers retain control and ownership ¢
Governance | Data 06.1 production data shall not be replicated or| their own data AWS provides customers the
used in norproduction environments? ability to maintain and develop production and
non-production environments. It is the
responsibility of the customer to ensure that
their production data is not replicated to nen
production environments.
Data Information DG Do you have controls in place to prevent| The AWS environment is a virtualized, multi
Governance | Leakage 07.1 data leakage or intentional/accidental tenant environment. AWS has implemented
compromise between tenants in a multi | security maagement processes, PCI controls,
tenant environment? and other security controls designed to isolate
each customer from other customers. AWS
systems are designed to prevent customers frd
accessing physical hosts or instances not
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Data DG Do you have a Data Loss Prevention (DL assigned to them by filtering through the
Governance 07.2 or extrusion prevention solution in place | virtualization software. This architecture has
for all systems which interface with your | been validated by an independent PCI Quialifig|
cloud service offering? Security Assessor (QSA) and was found to be
compliance with allequirements of PCI DSS
version 30 published ilMNovember 2013
Refer to AWS Risk and Compliaki¢kitepaper
for additional details available at
http://aws.amazon.com/security
Data Risk DG Do you provide security control health AWS does publish independent auditor reports
Governance | Assessments 08.1 data in order to allow tenants to and certifications to provide customers with
implement industry standard Continuous | considerable information regarding the policies
Monitoring (which allows continual tenant processes, and controls established and
validation of your physical and logical operated by AWS. The relevant certifications &
control status?) reports can be provided to AB/customers.
Continuous Monitoring of logical controls can b
executed by customers on their own systems.
Facility Policy FS01.1 | Can you provide evidence that policies aj AWS engages with external certifying bodies &
Security procedures have been established for independent auditors to review and validate ou
maintaining a safe and secure vkarg compliance with compliance frameworks. AWS
environment in offices, rooms, facilities | SOC Type lireport provides additional details
and secure areas? onthe specific physical security control activitie
executed by AWS. Refer to ISO 276tahdards;
Annex A, domain 9.1 for additional details. AW,
has been validated and certified by an
independent auditor to confirm alignment with
ISO 27001 certificatiortandard.
Facility User Access FS02.1 | Pursuant to local laws, regulations, ethics AWS conducts criminal background che@ss
Security and contractual constraints are all permitted by applicable law, as part of pre
employment candidates, contractors and| employment screening practices for employeeg
third parties subject to background O2YYSya&adNI 6S 6AGK (GKS
verification? level of access to AWS facilities.
Facility Controlled FS03.1 | Are physical security perimets (fences, Physical security controls include but are not
Security Access Points walls, barriers, guards, gates, electronic | limited to perimeter controls such as fencing,
surveillance, physical authentication walls security staff, video surveillance, intrusiol
mechanisms, reception desks and securi] detection systems and other electronic means.
patrols) implemented? The AWS SOCTYpe lIreport provides
additional details on the specific control
activities executed by AWS. Refer to ISO 2700
standards;Annex A, domain 9.1 fdurther
information. AWS has been validated and
certified by an independent auditor to confirm
alignment with ISO 27001 certification standar
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Domain

Control Group

CID

Consensus Agssment Questions

AWS Response

Facility
Security

Secure Area
Authorization

FS04.1

Do you allow tenants to specify which of
your geographicdcations their data is

allowed to traverse into/out of (to address
legal jurisdictional considerations based (¢
where data is stored vs. accessed)?

AWS customers can designate which physical
region their data and their servers will be
located. AWS will nanove customers' content
from the selected Regions without notifying the
customerunless required to comply with the lay
or requests of governmental entitieAsof this
writing, there are terregions: US East (Northerr
Virginia), US West (Oregon), US Wakirthern
California), AWS GovClo(dS)Oregon), EU
(Dublin), EU (Frankfurt)Asia Pacific (Singapore)
Asia Pacific (Tokyo), Asia Pacific (Sydney), an
South AmericagauPaulo).Refer to the AWS
website at http://aws.amazon.com for additionz
details.

Facility
Security

Unauthorized
Persons Entry

FS05.1

Are ingress and egress points such as
service areas and other points where
unauthorized personnel may enter the
premises monitored, controlled and
isolated from data storage and process?

Physical acas is strictly controlled both at the
perimeter and at building ingress points by
professional security staff utilizing video
surveillance, intrusion detection systems, and
other electronic means. Authorized staff must
pass twefactor authentication a mimium of
two times to access dateenter floors. Refer to
AWS Overview of Security Processes Whitepa
for further information available at
http://aws.amazon.com/security. In addition,
the AWS SOCTlype lreport provides additional
details on the specificontrol activities executed
by AWS.

Facility
Security

Offsite
Authorization

FS06.1

Do you provide tenants with
documentation that describes scenarios
where data may be moved from one
physical location to another? (ex. Offsite
backups, business contirtyifailovers,
replication)

AWS customers can designate which physical
region their data will be located. AWS will not
move customers' content from the selected
Regions without notifying the customeanless
required to comply with the law or requests of
governmental entities.

Refer to AWS Overview of Security Processes
Whitepaper for additional detailsavailable at
http://aws.amazon.com/security.
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Facility Offsite FS07.1 | Do you provide tenants with In alignment with ISO 27001 standards, when {
Security equipment documentation describing your polas storage device has reached the end of its usefi
and procedures governing asset life, AWS procedures include a decommissioni
management and repurposing of process that is designed to prevent turser
equipment? data from being exposed to unauthorized
individuals. AWS uses the techniques detailed
DoD 522022 6 abl A2yt Ly
t N2EANI Y hLISNI GAy3-8al Y|
04aDdA RSt AySa T2NJ aSRA
data as part of the degomissioning process. If
hardware device is unable to be
decommissioned using these procedures, the
device will be degaussed or physically destroyt
in accordance with industrgtandard practices.
Refer to ISO 2700d¢tandards;Annex A, domain
9.2 for addtional details. AWS has been
validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.
Facility Asset FS08.1 | Do you maintain a complete inventory of | In alignment with ISO 27001 standards, AWS
Security Management all of your critical assets whidncludes Hardware assets are assigned an owner, track|
ownership of the asset? and monitored by the AWS personnel with AW
proprietary inventory management tools. AWS
Facility FS08.2 | Do you maintain a complete inventory of | procurement and supply chain team maintain
Security all of your critical supplier relationships? | relationships with all AWS suppliers.
Refer to ISO 2700tandardsAnnex A, domain
7.1 for additional details. AWS has been
validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.
Human Background HRO01.1 | Pursuant to local laws, regulations, ethicg AWS conducts criminal background checks, ag
Resources Screening and contractual constraints are all permitted by applicable law, as part of pre
Security employment candidates, coractors and | employment screening practices for employeeg
third parties subject to background O2YYSya&adaNI 6S 6AGK (GKS
verification? level of accesto AWS facilities.
Refer to AWS Overview of Security Processes
Whitepaper for additional detailsavailable at
http://aws.amazon.com/security
Human Employment HRO02.1 | Do you specifically train your employees | 9 S NE SYLX 28SS A& LINE
Resources Agreements regarding their role vs. the tenant's role il Code of Business Conduct and Ethics and
Security providing information security controls? | completes periodic Information Security traig
which requires an acknowledgement to
complete. Compliance audits are periodically
HRO02.2 | Do you document employee performed to validate that employees

acknowledgment of training they have
completed?

understand and follow the established policies)
Refer to AWS Overview of Security Processes
Whitepaper for additional detailsavaileble at
http://aws.amazon.com/security
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Human Employment HRO03.1 | Are Roles and responsiliiis for following | AWS Human Resources team defines internal
Resources Termination performing employment termination or management responsibilities to be followed for
Security change in employment procedures termination and role change of employeasd
assigned, documented and vendors. The responsibility for provisioning fde
communicated? provisioning employee and contractor access i
shared across Human Resources (HR), Corpo|
Operations and Service Owners. Refer to AW/
Overview of Security Processes Whitepaper fo
additional details available at
http://aws.amazon.com/security.
Information Management 1IS01.1 | Do you provide tenants with AWS provides our customers with our ISO 270
Security Program documentation describing your certification documentation that communicates
Information Security Management AWS ISMS program.
Program (ISMP)?
Information Management 1IS02.1 | Are policies in place to ensure executive | In alignment with ISO 27001 standards, policie
Security Support / and line management take formal action | and procedures have been established througk
Involvement to support information security through | AWS Information Security framework. The
clear documeted direction, commitment, | control environment at Amazon bats at the
explicit assignment and verification of highest level of the Company. Executive and
assignment execution? senior leadership play important roles in
establishing the Company's tone and core
values. Refer to AWS Risk and Compliance
Whitepaper for additional detailsavailable at
http://aws.amazon.com/secuty.
Information Policy 1S03.1 | Do your information security and privacy | Policies and procedures have been establishe
Security policies align with particular industry by AWS Information Security based upgbe
standards (ISQ7001, 1S€22307, CoBIT, | COBIT framework, ISO 27001 standards and t|
etc.)? PCI DSS requirements.
1IS03.2 | Do you have agreements which ensure
your providers adhere to your information AWS has been validated and certified by an
security and privey policies? independent auditor to confirm alignment with
ISO 27001 certification standard. In addition
IS03.3 | Can you provide evidence of due diligend AWS publishes a SOC 1 Type Il report. Refer
mapping of your controlsrchitecture and th.e SOC1 report for further details. The AWS
processes toegulations and/or standards] Risk and Compliance whitepaper for additional
details- available at
http://aws.amazon.com/security.
Information Baseline IS04.1 | Do you have documented information In alignment with ISO 27001 standards, AWS
Security Requirements security baslines for every component of | maintains system baselines for critical
your infrastructure (ex. Hypervisors, components. Refer to ISO 2708thndards
operating systems, routers, DNS servers| Annex A, domaiti2.1 and 15.2 for additional
etc.)? details. AWS has been validated and certified |
- — - an independent auditor to confirm alignment
Inform_atlon 1S04.2 | Do you have a capability to c_ontmuously with 1SO 27001 certification standard.
Security monitor and report the compliance of you
mfras_tructure f"‘ga'”St your information Customers can provide their own virtual machi
security baselias? . .
image. VM Import enables customers to easily
import virtual machine images from your existir
Information 1S04.3 | Do you allow your clients to provide their| environment to Amazon EC2 instances.
Security own trusted virtual machine image to

ensure conformance to their own internal
standards?
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Information Policy Reviews | IS05.1 | Do you notify your tenants when you mak AWS Overview of Security Processes whitepay
Security material changes to your information and Risk and Compliance whitepapers, availak
security and/or privacy policies? at http://aws.amazon.com/security are updated
on a regular basis to reflect updates to the 8W
policies.
Information Policy 1IS06.1 | Is a formal disciplinary or sanction policy | AWS provides security policy and provides
Security Enforcement established for employees who have security training to employeeas educate them
violated security policies and procedures| as to their role and responsibilities concerning
information security. Employees who violate
Amazon standards or protocols are investigate
and appropriate disciplinary action (e.g. warnin
performance plan, suspension, and/or
termination) is followed. Refer to the AWS
Inform_ation 1S06.2 Ar_e employees _made aware of what a_ctic 2&’;:}2‘;‘; 32?;?523;;;&?;? es Whitepaper fo
Security might be taken in th_e event o_f a violation http://aws.amazon.com/security.
and stated as such in the policies and
procedures? Refer to ISO 27001 Annex A, domain 8.2 for
additional details. AWS has been validated anc
certified by an indpendent auditor to confirm
alignment with ISO 27001 certification standar
Information User Access 1IS07.1 | Do you have controls in place ensuring | Access is automatically revoked when an
Security Policy timely removal of systems access whichi SYLJ 28 530a NBO2NR A4
no longer required for business purposes| Human Resouraesystem. When changes in an
employee's job function occur, continued acce
Information IS07.2 | Do you provide metrics which track the | must be explicitly approved to the resource or i
Security speed with which you are able to remove| Will be automatically revoked. The AWS SOC 1]
systems access which is no longer requir Type Il report provides further details on User
for business purposes? access revocation. In addition th&\/s Security
White paper, section "Employee Lifecycle"
provides additional information.
Refer to ISO 27001 Annex A, domain 11 for
additional details. AWS has been validated an
certified by an independent auditor to confirm
alignment with ISO 27001 ceitiftion standard.
Information User Access 1S08.1 | Do you document how you grant and AWS customers retain control and ownership ¢
Security Restriction / approve access to tenant data? their data. Customers are responsible for the
Authorization development, content, operation, maintenance
Information IS08.2 | Do you have a method of aligning providg gnd use of their content.
Secuity and tenant data classification
methodologies for access control
purposes?
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Domain Control Group | CID Consensus Asssment Questions AWS Response
Information User Access 1IS09.1 | Is timely deprovisioning, revocation or Access is automatically revoked when an
Security Revocation modification of user access toeh SYLX 288504 NBO2NR Aa
organizations systems, information asset{ Human Rsources system. When changes in ar
and data implemented upon any change | employee's job function occur, continued accey
status of employees, contractors, must be explicitly approved to the resource or i
customers, business partners or third will be automatically revoked. AWS SOC 1 Tyy
parties? report provides further details on User access
revocation. In addition ta AWS Security White
paper, section "Employee Lifecycle" provides
additional information.
Information 1IS09.2 | Is any change in status intended to inclug
Security termination of employment, contract or | Refer to ISO 27001 Annex A, domain 11 for
agreement, change of employment or | additional details. AWS has been validated an(
transfer within the organization? certified by an independent auditor to confirm
alignment with 1ISO 27001 déication standard.
Information User Access 1IS10.1 | Do you require at least annual certificatiol In alignment with ISO 27001 standard, all acce
Security Reviews of entitlements for all system users and | grants are reviewed every 90 days; explicit re
administrators (exclusive of users approval igequired or access to the resource ig
maintained by your tenants)? automatically revoked. Controls specific to Use
Access reviews are outlined in the SOC 1 Type
Information 1S10.2 | If users are found to have inappropriate report. Exceptions in the L}ser entitlement
Security entitlements, are all remediation and controls are documented in the SOC 1 Type Il
e : report.
certification actions recorded?

- . - Refer to ISO 2700tandards Annex A, domain
Informatlon 1S10.3 | Will yo_u §hare user gntltlgment ' 11.2 for additional details. AWS has been
Security remediation a_nc_i certn‘lcat_lon reports with validated and certified by an independent

your tenants, if inappropriate access may auditor to confirm alignment with ISO 27001
have been allowed to tenant data? certification standard.
Information Training / IS11.1 | Do you provide or make available a formg In alignment with ISO 27001 standard, all AWSE
Security Awareness security awareness training program for | employees complete periodic Information
cloudrelated access and data Security training which requires an
management issues (i.e., mdiénancy, acknowledgement to complete. Compliance
nationality, cloud delivery model audits are pendically performed to validate tha
segregation of duties impkdtions, and employees understand and follow the
conflicts of interest) for all persons with | established policies.
access to tenant data?
Information 1IS11.2 | Are administrators and data stewards
Security properly educated on their legal
responsibilities with regard to security an
data integrity?
Information Industry 1IS12.1 | Do you participate in industry groups and, AWS Compliance and Security teams maintain
Security Knowledge / professional associations related to contacts with industry groups and professional

information security?

services related to security. AWS has establish
an information security framework and policies
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1IS12.2 | Do you benchmark your security controls| based upon the COBIT framework and have
against industry standards? integrated the 1ISO 27001 certifiable framework
based on ISO 27002 controls and the PCI DSS
Refer to the AWS Risk a@@mpliance
Whitepaper for additional detailsavailable at
http://aws.amazon.com/security.
Information Roles / 1IS13.1 | Do you provide tenants with role The AWS Overview of Security Processes
Security Responsibilities definition document clarifying your Whitepaper and the AWS Risk and Complianct
administrative responsibilities vs. those o] Whitepaper provide details on the roles and
the tenant? responsibilities of AWS antdse of our
Customers. The whitepapers area available at;
http://aws.amazon.com/security.
Information Management 1IS14.1 | Are Managers responsible for maintaining The Control environment at Amazon begins at
Security Oversight awareness of and complying with security the highest level of the Company. Executive ar|
policies, procedures and standirthat are| senior leadership play important roles in
relevant to their area of responsibility? establishing the Company's tone and core
values. Every employee isopided with the
Company's Code of Business Conduct and Eth
and completes periodic training. Compliance
audits are performed so that employees
understand and follow the established policies)|
Refer to AWS Risk & Compliance whitepaper f
additional detalis - available at
http://aws.amazon.com/security.
Information Segregation of | 1S15.1 | Do you provide tenants with Customers retain the ability to amage
Security Duties documentation on how you maintain segregations of duties of their AWS resources.
segregation of duties within your cloud
service offering? Internally, AWS aligns with ISO 27@@4ndards
for managing segregation of duties. Refer to IS
27001 standard, Annex A, domain 10.1 for
additional details. AWS has been validated an
certified by anindependent auditor to confirm
alignment with ISO 27001 certification standary
Information User 1IS16.1 | Are users made aware of their AWS has implemented various methods of
Security Responsibility responsibilities for maintaining awarenesy internal communication at a global level to helg
and compliance with published security | employees understand their individual roles an
policies, proedures, standards and responsibilities and to communicate significant
applicable regulatory requirements? events in a tinely manner. These methods
include orientation and training programs for
newly hired employee as well as electronic ma
Information 1S16.2 | Are users made aware of their messages and the posting of information via th
Security responsibilities for maintaining a safe anq Amazon intranet. Refer to 1ISO 27001 standard
secure working environment? Annex A, domain 8.2 and 11.3. AWS hasbee
validated and certified by an independent
Information 1IS16.3 | Are users made aware of their auditor to confirm alignment with ISO 27001
Security responsibilities for leaving unattended certification standard. In addition the AWS
equipment in a secure manner? Overview of Security Processes Whitepaper
provides further details available at
http://aws.amazon.com/security.
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Information Workspace IS17.1 | Do your data management policies and | AWS data management policies are in alignme
Security procedures address tenant and service | with ISO 27001 standard. Refer to ISO 27001
level conflicts of interests? standard, Annex AJomain 8.2 and 11.3. AWS
has been validated and certified by an
Information IS17.2 | Do your data management policies and | independent auditor to confirm alignment with
Security procedures include a tamper audit or ISO 27001 certification standard. AWS SOC 1
software integrity function for Type lireport provides additional details on the
unauthorized access to tenant data? specific control activities executed by AWS to
prevent unauthorized access to AWS resource
Information 1IS17.3 | Does thevirtual machine management
Security infrastructure include a tamper audit or
software integrity function to detect
changes to the build/configuration of the
virtual machine?
Information Encryption 1S18.1 | Do you have a capability to allow creatio AWS Customers manage their own encryption
Security of unique encryption keys per tenant? unless they are utilizing AWS server side
encryption service. In this case, AWS does cre
Information 1S18.2 Do yOU SuppOI‘t tenant generated a unique encryption key per tenant. Refer to
Security encryption keys or permit tenants to AWS Overview of Security Processes Whitepal
encrypt data to an identity without access for additional details available at
to a public key certificatee(g. Identty http://aws.amazon.com/security.
based encryption)?
Information Encryption Key | I1IS19.1 | Do you encrypt tenant data at rest (on AWS allows customers to use their own
Security Management disk/storage) within your environment? | encryption mechanisms for nearly all the
services, including3, EBS, SimpleDB and EC2
Information I1S19.2 | Do you leverage encryption to protect dal |psec tunnelo VPC are also encryptedmazon
Security and virtual machine images during S3 also offers Server Side Encryption as an o
transport across and between networks | for customers. Customers may also use third
and hypervisor instances? party encryption technologies. AWS key
management procedures are in alignment with
Information 1S19.3 | Do you have a capability to manage ISO27001 standard. Refer to ISO 27001
Security encryption keys on behalf of tenants? standard, Annex A, domain 15.1 for additional
details. AWS has been validated and certified |
Information 1IS19.4 | Do you maintain key management an independent auditor to confirm alignment
Security procedures? with ISO 27001 certification standard. Refer to
AWS Overview of Security Proces¥ehitepaper
for additional details available at
http://aws.amazon.com/security.
Information Vulnerability / 1S20.1 | Do you condat networklayer Customers retain control of their own guest
Security Patch vulnerability scans regularly as prescribe{ operating systems, software and applications
Management by industry best practices? and are responsible for performing vulnerability
scans and patching of theimm systems.
Information 1S20.2 | Do you conduct applicatielayer Customers can request permission to conduct
Security vulnerability scans regularly as prescribe( scans of their cloud infrastructure as long as th
by industry best practices? are limited to the customer's instances and do
not violate the AWS Acceptable Use Policy. AV
Information 1S20.3 | Do you conduct local operating system | Security regularly scans all Interdfecing service
Security layer vulnerability scanegularly as endpo_lnt P _a_ddresses for vu_Inerablll_tles. AWS
prescribed by industry best practices? | Security notifies the appropriate parties to
remediate any identified vulnerabilities. AWS's
Information 1S20.4 | Will you make the results of vulnerability own mglntenance and system paiching generg
Security scans available to tenants at their reques do not impact customers. Refer to AWS

Overview of Security Processes it#paper for
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Information 1S20.5 | Do you have a capability to rapidly patch| further information- available at
Security vulnerabilities across all of your computing http://aws.amazon.com/security.
devices, applications, and systems?
Refer to ISO 27001 standard, Annex A, domail
Information 1S20.6 | Will you provide your riskased systems | 12.5 for additional details. AWS has been
Security patching timeframes to your tenants upor| validated and certified by an independent
request? auditor to confirm alignment with ISO 27001
certification standard.
Information Antivirus / IS21.1 | Do you have antmalware programs AWS's program, processes and procedures to
Security Malicious installed on all systems which support yo| managing antivirus / malicious software is in
Software cloud service offerings? alignment with 1ISO 27001 standards. Refer to
AWS SOCTlype I report provides further
details.
In addition, refer to ISO 27001 standard, Anne;
A, domain 10.4 for additional details. AWS has|
Information I1S21.2 | Do you ensure that security threat been validated and certified by an independent
Security detection systems which use signatures, | gyditor to confirm alignment with 1SO 27001
lists, or behavioral patterns are updated | certification standard.
across all infrastructure components
within industry accepted timeframes?
Information Incident 1IS22.1 | Do you have a documented security AWS's incident response program, plans and
Security Management incident response plan? procedures have been developed in alignment
with ISO 27001 standard. The AWS SO@pe I
Information 1S22.2 | Do you integrate customized tenant report provides details on the specific control
Security requirements into your security incident | activities executed by AWS.
response plans?
The AWS Overview of Security Processes
Information 1S22.3 | Do you publish a roles and responsibilitie| whitepaper (available at
Security document specifying what you vs. your | http://aws.amazon.com/security) provides
tenants are responsible for during securit| additional details.
incidents?
Information Incident 1S23.1 | Does your security formation and event | AWS's incident response program, plans and
Security Reporting management (SIEM) system merge data| procedures have been developed in alignment
sources (app logs, firewall logs, IDS logs| with ISO 27001 standard. AWS SOfyde Il
physical access logs, etc.) for granular | report provides details on the specific control
analysis and alerting? activities executed by AWS. All data stored by
- - — AWS on behalf of customers has strong tenant
Information 1S23.2 | Does your logging and monitoring . . . Lo
. h : 2 isolation security and control capabilities.
Security framework allow isolation of an incident t
specifictenants? Refer to the AWS Overview ofcseity Processes
whitepaper and the AWS Risk & Compliance
whitepaper (available at
http://aws.amazon.com/security) for additional
details.
Information Incident 1S24.1 | Does your incident response plan comply AWS's incident response program, plans and
Security Response Legal with industry standards for legally procedures have been developed in alignment
Preparation admissible chakof-custody management | with ISO 27001 standard. AWS SOyde Il

processes & controls?

report provides details on the specific control
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Information 1S24.2 | Does your incident response capaiili activities executed by AWS. All data stored by
Security include the use of legally admissible AWS on behalf of customers has strong tenant
forensic data collection and analysis isolation security and conticapabilities.
techniques?
Information IS24.3 | Are you capable of supporting litigation | Refer to the AWS Overview of Security Proces
Security holds (freeze of data from a specific poin{ Whitepaper and the AWS Risk & Compliance
in time) for a specific tenant without whitepaper (available at
freezingother tenant data? http://aws.amazon.com/security) for additional
details.
Information 1IS24.4 | Do you enforce and attest to tenant data
Security separation when producing data in
response to legal subpoenas?
Information Incident 1IS25.1 | Do you monitor and quantify the types, | AWS Security Metrics are monitored and
Security Response volumes, and impacts on all information | analyzed in accordance with ISO 27001 stande
Metrics security incidents?
Refer to ISO 27001 Annex A, domain 13.2 for
Information 1S25.2 | Will you share statistical information further details. AWS has been validated and
Security security incident data with your tenants | certified by an indepenent auditor to confirm
upon request? alignment with ISO 27001 certification standar
Information Acceptable Use | IS26.1 | Do you provieé documentation regarding | AWS customers retain control and ownership ¢
Security how you may utilize or access tenant dat{ their data.
and/or metadata?
Information 1S26.2 | Do you collect or create metadata about
Security tenant data usage through the use of
inspection technologies (search engines,
etc.)?
Information 1S26.3 | Do you allow tenants to opdut of having
Security their data/metadata accessed via
inspection technologies?
Information Asset Returns | 1S27.1 | Are systems in place to monitor fprivacy | AWS customers retain the responsibility to
Security breaches and notify tenants expeditiously monitor their own environment for privacy
if a privacy event may have impacted the| breaches.
data?
Information 1S27.2 | Is your Privacy Policy aligned with indust| AWS SOCTlype lreport provides an overview
Security standards? of the controk in place to monitor AWS
managed environment.
Information eCommerce 1S28.1 | Do you provide open encryption All of the AWS APIs are available via SSL
Security Transactions methodologies (3.4ES, AES, etcietmants | protected endpoints which provide server
in order for them to protect their data if it | authentication. AWS allows customers to use
is required to traverse public networks? | their own encryption mechanisms for nearly all
(ex. the Internet) the services, including S3, EBS, SimpleDB anc
Information 1S28.2 | Do you utilize open encryption EC2IPSec tunnel VPC are aIS(.J encrypted_
. - . Amazon S3 also offers Server Side Encryption
Security methodologies any time your

infrastructure components need to
communicate to each other over public
networks (ex. Internebased replication of
data from one environment to another)?

an option for customers. Customers may also
use thirdparty encryption technologies.

Refer to AWS Overview of Security Processes
Whitepaper for additional detailsavailable at
http://aws.amazon.com/security.
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Information Audit Tools 1IS29.1 | Do you restrict, log, and monitor access t| In alignment with ISO 27001 standards, AWS ¥
Security Access your information security management | established formal policies, procedures to
system® (Ex. Hypervisors, firewalls, delineate the minimum standards for logical
vulnerability scanners, network sniffers, | access to AWS resources. AWS SDpd |l
APIs, etc.) report outlines the controls in place to manage
access provisioning to AWS resources.
Refer to AWS Overview of Security Processes
whitepaper for additional detailsavailable at
http://aws.amazon.com/security.
Information Diagnostic / 1S30.1 | Do you utilize dedicated secure networks| Administrators with a business need to access
Security Cafiguration to provide management access to your | the management plane are required to use
Ports Access cloud service infrastructure? multi-factor authenticatiorto gain access to
purposebuilt administration hosts. These
administrative hosts are systems that are
specifically designed, built, configured, and
hardened to protect the management plane of
the cloud. All such access is logged and audite
When an emploge no longer has a business
need to access the management plane, the
privileges and access to these hosts and relevi
systems are revoked.
Information Network / 1IS31.1 | Do you collect capacity and utilization dal AWS manages capacity and utilization data in
Security Infrastructure for allrelevant components of your cloud | alignment with ISO 27001 standard.
Services service offering?
AWS has been validated and certified by an
Information IS31.2 | Do you provide tenants with capacity independent auditor to confirm alignment with
Security planning and utilization reports? ISO 27001 certification standard
Information Portable / 1IS32.1 | Are Policies and procedures established | In alignmem with ISO 27001 standards, AWS h;
Security Mobile Devices and measures implemented to strictly lim| established formal policies, procedures to
access toansitive data from portable and| delineate the minimum standards for logical
mobile devices, such as laptops, cell access to AWS resources. AWS SD¢pé Il
phones, and personal digital assistants | report outlines the controls in place to manage
(PDASs), which are generally highresk access provisioning to AWS resources.
than nonportable devices (e.g., desktop
O2YLMzi SNA G GKS LI Rekrto AWS Overview of Security Processes |
facilities)? additional details available at
http://aws.amazon.com/security.
Information Source Code 1IS33.1 | Are controls in place to prevent In alignment with ISO 27001 standards, AWS
Security Access unauthorized access to your application, | established formal policies, procedures to
Restriction program @ object source code, and assur| delineate the minimum standards for logical
it is restricted to authorized personnel access to AWS resources. AWS SDy¢pé Il
only? report outlines the controls in place to manage
Information 1S33.2 | Are controls in place prevent access provisioning to AWS resources.
Security unauthorlzedagcess tdenant application, Refer to AWS Overview of Security Processes
program or object source code, and assu o ) -
it is restricted to authorized personnel add!tlonal details available at_
only? http://aws.amazon.com/security.
Information Utility Programs | 1S34.1 | Are utilities that can significantly manage| In alignment with ISO 27001 standards, systen
Security Access virtualized patitions (ex. shutdown, clone,| utilities are appropriately restricted and
etc.) appropriately restricted and monitored. AWS SOCTYpe lireport provides
monitored? additional details on controls in place testrict
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Information 1IS34.2 | Do you have a capability to detect attacky system access.
Security which target the virtual infrastructure
directly (ex. shimming, Blue Pill, Hyper | Refer to AWS Overview of Security Processes
jumping, etc.)? additional details available at
Information I1S34.3 | Are attacks which target the virtual http://aws.amazon.com/security.
Security infrastructure prevented with technical
controls?
Legal Nondisclosure | LG01.1 | Are requirements for noilisclosure or Amazon Legal Counsel manages and periodic:
Agreements confidentiality agreements reflecting the | revises the Amazon NDA to reflect AWSihass
organization's needs for the protection of| needs.
data and operational details identified,
documented and reviewed at planned
intervals?
Legal Third-Party LG02.1 | Do you select and monitor outsourced AWS does not leverage any thipdrty cloud
Agreements providers in compliance with laws in the | providers to delier AWS services to customers.
country where the data is processed and
stored and transmitted? Third-party agreements are reviewed by Amaz(
Legal Counsel as appropriate.
Legal LG02.2 | Do you select and monitor outsourced
providers in compliance with laws in the
country where the data originates?
Legal LG02.3 | Doeslegal counsel review all thirparty
agreements?
Operations Policy ORO01.1 | Are policies and procedures established | Policies and Procedures have been ebthied
Management and made available for all personnel to | through AWS Information Security framework
adequately support services operations | based upon the COBIT framework, ISO 27001
roles? standard and the PCI DSS requirements.
Refer to AWS Risk and Compliance Whitepapg
for additional details available at
http://aws.amazon.com/security.
Operatbns Documentation | OR02.1 | Are Information system documentation | Information System Documentation is made
Management (e.g., administrator and user guides, available internal to AWS personnel through th
architecture diagrams, etc.) made availal] use of Amazon's Intranet site. Refer to AWS
to authorized personnel to ensure Overview of Security Processes Whitepaper fo
Configuring, installing, and operating the | additional details available at
information system? http://aws.amazon.com/security.
Operations Capacity / ORO03.1 | Do you provide documentation regarding| AWS does not disclose capacity managemen
Management | Resource what levels of system (network, storage, | practices. AWS publishes service level
Planning memory, I/O, etc.) oversubscription you | agreements for services to communicate
maintain and under what performance level commitments.
circumstances/scenarios?
Operations ORO03.2 | Do you restrict use of the memory
Management oversubscription capabilities present in th
hypervisor?
Operations Equipment ORO04.1 | If using virtual infrastructure, does your | EBS Snapshot functionality allows customers t
Managemat | Maintenance cloud solution include hardware capture and restore virtual machine images at

independent restore and recovery

capabilities?

any time Customers can export their AMIs and
use them on premise or at another provider
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Operations ORO04.2 | If using virtual infrastructure, do you (subject to software licensing restrictions). Ref¢
Management provide tenants with a capability to restor| to the AWS Overview of Security Processes
a Virtual Machine to a previous state in | Whitepaper for additional detailsavailable at
time? http://aws.amazon.com/security.
Operations ORO04.3 | If using virtual infrastructure, do you allow
Management virtual macthine images to be downloaded
and ported to a new cloud provider?
Operations ORO04.4 | If using virtual infrastructure, are maching
Management images made available to the customer ir
a way that would allow the customer to
replicate those images in their owoff-site
storage location?
Operations ORO04.5 | Does your cloud solution include softwarg
Management [ provider independent restore and
recovery capabilities?
Risk Program RF01.1 | Is your organization insured by a 3rd parf AWSprovides customer remuneration for losse
Management for losses? they may incur due to outages in alignment wit
AWS's Service Level Agreement.
Risk RF01.2 | Do your organization's service level
Management agreements provide tenant remuneration
for losses they may incur due twmtages or
losses experienced within your
infrastructure?
Risk Assessments RF02.1 | Are formal risk assessments aligned with| In alignment with ISO 27001 AWS has develof
Management the enterprisewide framework and a Risk Management program to mitigate and
performed at least annually, or at planne¢ manage risk.
intervals, determining the likelihood and
impact of all identified risks, using AWS has been validated and certified by an
qualitative and quantitative methods? independent auditor to confirm anment with
ISO 27001 certification.
Risk RF02.2 | Is the likelihood and impact associated | Refer to AWS Risk and Compliance Whitepape
Management with inherent and residual risk determineq (available at aws.amazon.com/security) for
independently, considering all risk additional details on AWS Risk Management
categories (e.g., audit results, threat and | Framework.
vulnerability analysis, and regulatory
compliance)?
Risk Mitigation / RF03.1 | Are risks mitigated to acceptable levels | In alignment with ISO 27001 standard, Annex 4
Management | Acceptance based on compangstablished criteria in | domain 4.2, AWS has developed a Risk

accordance with reasonable resolution
time frames?

Management program to mitigate and manage
risk.

AWS has been validated and tifsed by an
independent auditor to confirm alignment with
ISO 27001 certification.

Refer to AWS Risk and Compliance Whitepapg
(available at: http://aws.amazon.com/security)
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RF03.2 | Is remediatim conducted at acceptable | for additional details on AWS Risk Managemer
levels based on compargstablished Framework
criteria in accordance with reasonable
time frames?
Risk Business / Policy RF04.1 | Do risk assessment results include updatf Updates to AWS security policies, procedures,
Management | Change Impacts to security policies, procedures, steardls | standards and controls occur on an annual bas
and controls to ensure they remain in alignment with the ISO 27001 standard.
relevant and effective?
Refer to ISO 27001 Annex A, domain 5.1 for
additional hformation. AWS has been validated
and certified by an independent auditor to
confirm alignment with ISO 27001 certification.
Risk Third-Party RF05.1 | Do you provide multfailure disaster AWS provides customers tiflexibility to place
Management | Access recovery capability? instances and store data within multiple
geographic regions as well as across multiple
RF05.2 | Do you monitor service continuity with Availability Zones within each region. Each
upstream providers in the event of Availability Zone is designed as an independer
provider failure? failure zone. In case of failure, automated
processes mve customer data traffic away fron
RF05.3 | Do you have more than one provider for | the affected area. AWS SOGQVyipe lreport
each service you depend on? provides further details. ISO 27001 standard
i . Annex A, domain 11. 2 provides additional
RI05.4 | Do you provide access to opgional details. AWS has been validated and certified |
redundancy and continuity summaries | gp, independent auditor to confirm aligrent
which include the services on which you | \vith 1ISO 27001 certification.
depend?
RF05.5 | Do you provide the tenant the ability to
declare a disaster?
RF05.6 | Do you provide a tenant triggered failove
option?
R}F05.7 | Do you share yar business continuity and
redundancy plans with your tenants?
Release New RM Are policies and procedures established { In alignment with ISO 27001 standards, AWS H
Management | Development/ | 01.1 management authorization for in place procedures to manage new
Acquisition development or acquisition of new development of resources.
applications, systems, datases,
infrastructure, services, operations, and | AWS has been validated and certified by an
facilities? independent auditor to confirm alignment thi
ISO 27001 certification. In addition AWS SOC
Type llreport provides further information.
Release Production RM Do you provide tenants with AWS SOCType llreport provides an overview
Management | Changes 02.1 documentation which describes your of the controls in place to manage change
production change management Management in the AWS environment.
procedures and their
roles/rights/responsibilities within it? In addition, refer to ISO 27001 standard, Anne;
A, domain 12.5 for further details. AWSshazeen
validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.
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Release Quality Testing | RM- Do you provide your tenants with AWS incorporates standards of quality as part

Management 03.1 documentation which describes your the system development lifecycle (SDLC)
quality assurance process? processes which are in alignment with 1SO 27(

standard.

Refer to ISO 27001 standard, Annex A, domait
10.1 for additional details. AWS has been
validated and certiid by an independent
auditor to confirm alignment with ISO 27001
certification standard.

Release Outsourced RM- Do you have controls in place to ensure | AWS des not generally outsource developmen

Management | Development 04.1 that standards of quality are being met fo| of software. AWS incorporates standards of
all software development? quality as part of the system development

lifecycle (SDLC) processes which are in alignn

Release RM Do you have controls in place to detect | with ISO 27001 standard.

Management 04.2 source code security defects for any
outsourcal software development Refer to ISO 27001 standard, Annex A, domaif
activities? 10.1 for adlitional details. AWS has been

validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.

Release Unauthorized RM Do you have controls in place to restrict | AWS's program, processes and proceduoes f

Management | Software 05.1 and monitor the installation of managing malicious software is in alignment

Installations unauthorized software onto your systems with ISO 27001 standards. Refer to AWS SOC
Type llreport provides further details.
In addition, refer to ISO 27001 standard, Anne;
A, domain 10.4 for additional details. AWS has
been validated and certifitby an independent
auditor to confirm alignment with ISO 27001
certification standard.

Resiliency Management RS01.1 | Are Policy, process and procedures AWS Business Continuity Policies and Plans h

Program defining business continuity and disaster| been developed and tested in alignment with
recovery in place to minimize the impact | ISO 27001 standards.
of a reaized risk event and properly
communicated to tenants? Refer to ISO 27001 standard, annex A domain
14.1 and AWS SOC 1 report for further dstan
AWS and business continuity.

Resiliency Impact Analysis | RS02.1 | Do you provide tenants with ongoing AWS Cloudwatch provides monitoring for AWS
visibility and reporting into your cloud resource and the applications customers
operational Service Level Agreement (S run on AWS. Refer to
performance? aws.amazon.com/cloudwatch for additional

Resilency RS02.2 | Do you make standardsased information | details. AWS also publishes our mosttaghe-
security metrics (CSA, CAMM, etc.) minute information on service availability on the
available to your tenants? Service Health Dashboard. Refer to

status.aws.amazon.com.

Resiliency RS02.3 | Do you provide customers with ongoing

visibility and reporting into your SLA
performance?
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Resiliency Business RS03.1 | Do you provide tenants with Data centers are built in clusters in various glol
Ctinuity geographically resilient hosting options? | regions. AWS provides customers the flexibility
Planning to place instances and store data within multipl
geograplic regions as well as across multiple
Availability Zones within each region. Custome
Resiliency RS03.2 | Do you provide tenants with infrastructurq Should architect their AWS usage to take
service failover capability to other advantage of multiple Regions and Availability
providers? Zones.
Refer to AWS Overview of Security Processes
whitepaper for additional diails - available at
http://aws.amazon.com/security
Resiliency Business RS04.1 | Are business continuity plans subject to | AWS Business Continuity Plans have been
Continuity test at planned intervals or upon developed and tested in alignment with ISO
Testing significant organizational or environmentg 27001 standards.
changes to ensure continuing
effectiveness? Refer to ISO 27001 standard, &xmA domain
14.1 and AWS SOC 1 report for further details
AWS and business continuity.
Resiliency Environmental | RS05.1 | Is physical protection against damage fro| AWS data centers incorporate physical
Risks natural causes and disasters as well as | protection against environmental risks. AWS's
deliberate attacks anticipated, designed | physical protection against environmental risks
and countermeasures applied? has been validated by an independent auditor
and has been certified as being in alignment w|
ISO 27002 best practices.
Refer to ISO 27001 standard, Annex A domain
9.1 and the AWS SOQpe lIreport for
additional information.
Resiliency Equipment RS06.1 | Are any of your dataenters located in AWS data centers incorporate physical
Location places which have a high protection against environmental risks. AWS

probability/ocairrence of higimpact
environmental risks (floods, tornadoes,
earthquakes, hurricanes, etc.)?

services provide customers the flexibility to sto
data within multiple geognghical regions as well
as across multiple Availability zones. Custome|
should architect their AWS usage to take
advantage of multiple Regions and Availability
Zones.

Refer to ISO 27001 standard, Annex A domain
9.1 and the AWS SOQpe lIreport for
additional information.
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Resiliency Equipment RS07.1 | Are Security mechanisms and AWS equipment is protected from tages in
Power Failures redundancies implemented to protect alignment with 1ISO 27001 standard. AWS has

equipment from utility service outages been validated and certified by an independent
(e.g., power failures, network disruptions, auditor to confirm alignment with ISO 27001
etc.)? certification standard.
AWS SOCTlype lIreport provides additional
details on controls in place to minimizeet
effect of a malfunction or physical disaster to th
computer and data center facilities.
In addition, refer to the AWS Overview of
Security Processes Whitepapeavailable at
http://aws.amazon.com/security.

Resiliency Power / RS08.1 | Do you provide tenants with AWS customers designate in which physical
Telecommunicat documentation showing the transport region their data and servers will be located.
ions route of their data between your systems| AWS will not move customers' content from thg

Resiliency RS08.2 | Can Tenants define how their data is sellected Iég_lons W'thOUtant'mnﬁ tf:e customer

transported and through which legal unless required to comply Wlt. .t © aw or
jurisdiction? requests of govemmental .e.ntItIEQWS. SOC1
’ Type llreport provides additional details.
Customers can also choose their network path
AWS facilities, including over dediedf private
networks where the customer controls the traffi
routing.

Security Customer SAO01.1 | Are all identifed security, contractual and | AWS customers retain responsibility to ensure

Architecture | Access regulatory requirements for customer their usage of AWS githin compliance of
Requirements access contractually addressed and applicable laws and regulations. AWS

remediated prior to granting customers | communicates its security and control

access to data, assets and information | environment to customers through dustry

systems? certifications and thireparty attestations, white
papers (available at
http://aws.amazon.com/security) and providing
certifications, reports and other relevant
documentation directly to AWS customers.
Refer to ISO 27001 standard, Annex A, domait
6.2 for additional details. AWS has been
validated and certified by an independent
auditor to confirm alignment with ISO 27D0
certification standard.

Security User ID SA02.1 | Do you support use of, or integration with The AWS Identity and Access Management (14

Architecture | Credentials existing customebased Single Sign On | service providegdentity federation to the AWS

(SSO) solutions to your service? Management Console. Mulfactor
authentication is an optional feature that a
Security SA02.2 | Do you use opentandards to delegate customer can utilize. Refer to the AWS website
Architecture authentication capabilities to your for additional details
tenants? http://aws.amazon.com/mfa.
Security SA02.3 | Do you support identity federation

Architecture

standards (SAML, SPML, \A&leration,
etc.) as a means of
authenticating/authorizing users?
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Security SA02.4 | Do you have a Policy Enforcement Point
Architecture capability (ex. XACML) to enforce regions
legal and policy constraints on user acce
Security SA02.5 | Do you have an identity management
Architecture system in place which enables both role
based and contexbased entitlement to
data (enables classification of data for a
tenant)?
Security SA02.6 | Do you provide tenants with strong (multi
Architecture factor) authentication options (digital
certs, tokens, biometric, etc..) for user
access?
Security SA02.7 | Doyou allow tenants to use thirgarty
Architecture identity assurance services?
Security Data Security / | SA03.1 | Is your Data Security Architecture design| AWS Data Security Architecture was designed
Architecture | Integrity using an industry standard? (ex. CDSA, | incorporate industry leading practices.
MULITSAFE, CSA Trusted Cloud
Architectural StandardredRAMP™ Refer to ISO 27001 standard, Annex A, domait
CAESARS) 10.8 for additional details. AWS has been
validated and certified by an indepenate
auditor to confirm alignment with ISO 27001
certification standard.
Security Application SAO04.1 | Do you utilize industry standards (Build | The AWS system development lifecycle
Architecture | Security Security in Maturity Model [BSIMM] incorporates industry best practices which
Benchmarks, Open Group ACS Trusted | include formal design reviews by the AWS
Technology Providdframework, NIST, Security Team, threat modeling andmpletion
etc.) to buildin security for your of a risk assessment. Refer to the AWS Overvi
Systems/Software Development Lifecyclg of Security Processes for further details.
(SDLC)?
In addition, refer to ISO 27001 standard, Anne;
Security SA04.2 | Do you utilize an automated sourcede | A, domain 12.5 for additional details. AWS has
Architecture analysis tool to detect code security been validated and certified by an independent
defects prior to production? auditor to confirm alignment with ISO 27001
certification standard.
Security SA04.3 | Do you verify that albf your software
Architecture suppliers adhere to industry standards fo
Systems/Software Development Lifecycle
(SDLC) security?
Security Data Integrity SA05.1 | Are data input and output integrity AWS data integrity controls as described in AW

routines (i.e., reconciliation and edit
checks) implemerd for application
interfaces and databases to prevent
manual or systematic processing errors g
corruption of data?

SOC Type lreport provides reasonable
assurance that data integrity is maintained
through all phases including transmission,
storage and processing.

In addition, refer to ISO 27001 standard, Anne]
A, domain 12.2 for further information. AWS hg
been validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.
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Security Production / SAO06.1 | For your SaaS or PaaS offering, do you | AWS Customers retain the ability and the
Architecture | Nonproduction provide tenants with separate responsilility to create and maintain production
Environments environments for production and test and test environments. AWS website provides
processes? guidance on creating an environment utilizing
Security SA06.2 | For your laaS offering, do you provide | the AWS services
Archiecture tenants with guidance on how to create | http://aws.amazon.com/documentation/
suitable production and test
environments?
Security Remote User SAOQ7.1 | Is multifactor authentication required for | Multi-factor authentication is an optional featury
Architecture | Multi-factor all remote user access? that a Customer can utilize. Refer to the AWS
Authentication website for additional details
http://aws.amazon.com/mfa
Security Network SA08.1 | For your laaS offering, do you provide The AWS website provides guidance on creatil
Architecture | Sewrity customers with guidance on how to creat| a layered security architecture in amiver of
a layered security architecture equivalenq white papers available via the AWS public
using your virtualized solution? website-
http://aws.amazon.com/documentation/.
Security Segmentation SA09.1 | Are system and network environments | AWS customers retain responsibility to manags
Architecture logically separated toresure Business and| their own network segmentation in adherence
customer security requirements? with their defined requirements.
Security SA09.2 | Are system and network environments | Internally, AWS network segmentation is aligne
Architecture logically separated to ensure compliance| with ISO 27001 standards. ReferlSO 27001
with legislative, regulatory, and standard, Annex A. domain 11.4 for further
contractual requirements? detail. AWS has been validated and certified by
an independent auditor to confirm alignment
. _ with ISO 27001 certification standard.
Security SA09.3 | Are system and network environments
Architecture logically separated to ensure separation
production and norproduction
environments?
Security SA09.4 | Are system and network environments
Architecture logically separated tensure protection
and isolation of sensitive data?
Security Wireless SA10.1 | Are policies and procedures established | Policies, procedures and mechanisms to prote:
Architecture | Security and mechanisms implenméed to protect | AWS network environment are in place. AWS
network environmentparameterand SOC Type lireport provides additional details.
configured to restrict unauthorized traffic?
In addition refer tolSO 27001 standard, Annex |
Security SA10.2 | Are policies and procedures estesbled domain 10.6 for further information. AWS has

and mechanisms implemented to ensure
proper security settings enabled with
strong encryption for authentication and
transmission, replacing vendor default
settings? (e.g., encryption keys, passwor:
SNMP community strings, etc.)

been validated and certified by an independent
auditor to confirm alignment with ISO 27001
certification standard.
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Architecture

Domain Control Group | CID Consensus Asssment Questions AWS Response
Security SA10.3 | Are policies and procedures established
Architecure and mechanisms implemented potect
network environments and detect the
presence of unauthorized (rogue) networ
devices for a timely disconnect from the
network?
Security Shared SAl1l1.1 | Is access to systems with shared network Access is strictly restricted to critical resources
Architecture Networks infrastructure restricted to authorized including services, hosts, and network devices
personnel in accordance with security and must be explicitly approved in Amazon's
policies, procedures and standards. proprietary permission management system.
Networks shared with external entities AWS SOC Type lIreport provides additional
shall have a documented plan detailing thh details on the specific control activities execute
compensaing controls used to separate | by AWS.
network traffic between organizations?
In addition, refer to ISO 27001 standard, Anne;
A, domain 11. AWS has been validated and
certified by an independent auditor to confirm
alignment withISO 27001 céfication standard.
Security Clock SA12.1 | Do you utilize a synchronized tirservice | In alignment with ISO 27001 standards, AWS
Architecture | Synchronization protocol (ex. NTP) to ensure all systems | informationsystems utilize internal system
have a common time reference? clocks synchronized via NTP (Network Time
Protocol).
AWS has been validated and certified by an
independent auditor to confirm alignment with
ISO 27001 certification standard.
Security Equipment SA13.1 | Is automated equipment identification AWS manages equipment identification in
Architecture | Identification used as a method of connection alignment with ISO 27001 standard.
authentication to validate connection
authentication integrity based on known | AWS has been validated and certified by an
equipment location? independent auditor to confirm alignment with
ISO 27001 certification standard.
Security Audit Logging / | SA14.1 | Are file integrity (host) and network AWS Incident response program (detection,
Architecture | Intrusion intrusion detection (IDS) tis investigation and response to incidents) have
Detection implemented to help facilitate timely been developed in alignment with ISO 27001
detection, investigation by root cause standard AWS SOCTlype llreport provides
analysis and response to incidents? details on the specific control activities execute
Security SA14.2 | IsPhysical and logical user access to aud by AWS.
Architecture logs restricted to authorized personnel? The AWS Overview of Security Processes
- - - whitepaper (available at
Secu_nty SAl4.3 C:_"’_‘n you prowd_e evidence th_at due http://aws.amazon.com/security) provides
Architecture diligence mapping of regulations and additional details.
standards to your
controls/architecture/processes has been
done?
Security Mobile Code SA15.1 | Is mobile code authorized before its AWS allows customers tonanage client and

installation and use and the code
configuration checked to ensure that the
authorized mobile code operates
according to a clearly defined security
policy?

mobile applications to their own requirements.
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Domain Control Group | CID Consensus Asssment Questions AWS Response
Security SA15.2 | Is all unauthorized mobile code prevente
Architecture from executing?
amazon
webservices
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Appendix B: AWS alignment with Motion Picture of America Association (MPAA) Content Security
Model

The Motion Picture of America Association (MPAA) has established a set of best practices for securely storing, procdssiveyiaggrotected
media and content. For additional information on MPAA content security best practices refetpdwww.fightfilmtheft.org/best-practice.html

Media Companies can utilize these best practices as a way to assess risk and audit security of the content management.
The table below documents AWigament with Motion Picture of America Association (MPAA) Content Security Model Guidelines released
January 1, 2013. For additional informatioreéerence to AWS thirgharty audited certifications and reports is provided.

* The ISO 27002 and NIST &®0mapping is captured as definedintheat ! '  / 2y GSy i {SOdaNARi{G& .Said t NI OGAOS:
Security Topic = Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS1.0 Executive Ensure executive The Control environment at Amazon begins at the MS1 SOC1 (1.1) 4.1 12.4 PM1
Security management/owner(s) | highest level of the Company.deutive and senior SoCz2(s23 611 12.5 PM2
Awareness/ oversight of the leadership play important roles in establishing the
Oversight Information Security Conpany's tone and core values. AWS has establisl
function by requiring an information security framework and policies base
periodic review of the on the Control Objectives for Information and relate
information security Technology (COBIT) frametkand have effectively
program and risk integrated the 1ISO 27001 certifiable framework base
assessment results on ISO 27002 controls, American Institute of Certifie
MS.S$1.0 Executive Establish an information | Public Accountants (AICPA) Truswisess Principles,
Security security management the PCI DSS ¥Band the National Institute of
Awareness / system that implements 4§ Standards and Technag (NIST) Publication 8G3
Oversight control framework (e.g., | Rev 3 (Recommended Security Controls for Federa
IS0 27001) for LYF2NXYIFGA2Yy {eadtdSyaovo |
information security periodic role based training which includes AWS
which is approved by Security training. Compliance audits are performed
executive that employees understand arfdllow the established
management/owner(s) | policies.
MS1.1 Executive Train and engage
Security executive
Awareness/ management/owner(s)
Oversight on the business'
responsibilities to protect
content
amazon
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI

NIST
800-53*

MS2.0 Risk Dewelop a formal securityy AWS has implemented a formal, documented risk MS2 | SOC2(S3.31 4.1 12.1 CAl
Management | risk assessment process| assessmet policy that is updated and reviewed at $4.2,54.3) ‘7‘2 12.2 gig
focused on content least annually. This policy adghses purpose, scope, ' RAL
workflows and sensitive | roles, responsibilities, and management commitmer] RA2
assets in order to identify, RA3
and prioritize risks of In alignment with this policy, an annual risk
content theft and leakage assessment which covers all AWS regions and
that are relevant to the | businesses is calucted by the AWS Compliance tea
facility and reviewed by AWS Senior Management. This is
MS2.1 Risk Identify highsecurity addition to the Certification, attestation and reports
Management | content based on client | that are conducted by independent auditors. The
instruction purpose of the risk assessment is to identify threats
MS-2.2 Risk Conduct an internal risk | and vulnerabilies of AWS, to assign the threats and
Management | assessment annually and vulnerabilities a risk rating, to formally document the
upon key workflow assessment, and to create a risk treatment plan for
changes based on, at a | addressing issues. Risk assessment results are
minimum, the MPAA Beg reviewed by the AWS Senior Management on an
Practice Common annual basis and en a significant change warrants
Guidelines and ta new risk assessment prior to the annual risk
applicable Supplemental| assessment.
Guidelines and
document and act upon | Customers retain ownership of their data (content)
identified risks and are responsible for assessing and managing ris
associated with the workflows of their data to meet
their compliance needs.
The AWS Risk Management framework is reviewed
independent external auditors during audits for our
SOC, PCI DSS, ISO 2700Faed®RAMP" compliance.
MS3.0 Security Identify security key AWS has an establied information security MS3 SOC1(1.1)| 6.3 124 PM-2
Organization point(s) of contact and | organization managed by the AWS Security team al S0C2(S.2.3 12.5
formally define roles and| is led by the AWS Chief Information Security Officen
responsibilities for (CISO). AWS maintains and provides security
content and asset awareness training to all information system users
protection supporting AWS. This annual seguawareness
training includes the following topics; The purpose f
security and awareness training, The location of all
AWS policies, AWS incident response procedures
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS.S3.0 Security Establish a security team (including instructions on how to report internal and
Organizaibn that is responsible for external security incidents).

proactively monitoring
information systems and| Systems within AWS are extensively instrumented t
physical security to monitor key operational and security metrics. Alarm
identify and respond to | are configured to automatically notify operations ang
any suspicious activity | management personnel when early warning
thresholds are crossed on key metrics. When a
threshold & crossed, the AWS incident response
process is initiated. The Amazon Incident Respons
team employs industrgtandard diagnostic
procedures to drive resolution during business
impacting events. Staff operates 24x7x365 coverag
detect incidents and maage the impact to resolution.

AWS roles & Responsibilities are reviewed by
independent external auditors during audits for our
SOC, PCI DSS, I1SO 2700Fad®RAMP" compliance

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS4.0 Policies and Establish policies and AWS has established an information security MS4 SOC1(1.2)| 511 31 AT1
Procedures procedures regarding framework and policies based on the Control SS?(;Z éslls'l* gii 182;51 QE
asse and content Objectives for Information and related Technology S22 523 | 813 122 AT4
security; policies should | (COBIT) framework and have effectivelegrated the S2.4,S3.7 8.2.2 12.3 PL:1
address the following ISO 27001 certifiable framework based on 1ISO 270( S3.8, S3.9, 126 pS7
topics, at a minimum: controls, American Institute of Certified Public S$4.2,54.3))
w | dzYl y NI & | Accountants (AICPA) Trust 8ees Principles, the PC
policies DSS v® and the National Institute of Standards and
w ! OOSLJit of | Technology (NIST) Publication S8®Rev 3
social networking, (Recommended Security Controls for Federal
Internet, phone, etc.) Information Systems).
w !'aasd of
w !aasSid KI y|AWS maintains and provides security awareness
w S5A3IAGI £ NJ training to all information system users supporting
devices é.g., smart AWS. This annual security awareness training inclu
phones, digital cameras, | the following topics; The ppose for security and
camcorders) awareness training, The location of all AWS policies
w 9 EOSLIi A2y | AWS incident response procedures (including
process to document instructions on how to report internal and external
policy deviations) security incidents).
w tlaasgz2NR
password minimum AWS policies, procedures and relevant training
length, screensavers) programs arageviewed by independent external
w t NRBKAOAGA | auditors during audits for our SOC, PCI DSS, ISO 2
asset removal from the | and FedRAMP" compliance
facility
w {edaisSy OK
management
w 2KAAGEt Sof
w {FyOlAazy
disciplinary policy)
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST

27002* 800-53*

MS.$4.0 Policies and Provide indepth training
Procedures specific to the content
handled by the facility

MS4.1 Policies and Review and update
Procedures security policies and
procedures at least
annually

MS.$4.1 Policies and Provide training on the
Procedures applications and
processes surrounding
encryption and key
management for all
individuals who handle
encrypted content
MS4.2 Policies and Require a sigioff from all
Procedures company personnge.g.,
employees, tempary
workers, interns) and
third-party workers (e.g.,
contractors, freelancers,
temp agencies) for all
policies, procedures,
and/or client
requirements and any
updates

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST

27002* 800-53*

MS4.3 Policies and Develop and regularly
Procedures update a security
awareness program and
train company personnel
and third-party workers
upon hire and annually
thereafter on the security|
policies and procedures,
addressing the following
areas at a minimum:

w L¢ &SOdzNR
procedures

w [/ 2y liebskcunty
and handling

w { SOdzNR G e
reporting and escalation
w S5Aa0ALX AY

_ o
l=.=l amazon
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Security Topic = Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS5.0 Incident Establish a formal AWShas implemented a formal, documented incidelf MS5 SOC1(8.2)| 131 12.9 IR1
Response incident response plan | response policy and program. Thelicy addresses S§C52é§27'4 g;; :gi
that describes actions to | purpose, scope, roles, responsibilities, and $3.9) o IR5
be taken when a security] management commitment. IR6
incident is detected and IR7
reported AWS utilizes a threphased approach to manage IR8
incidents:
1. Activation and NotificatioRPhase: Incidents for AW
begin with the detection of an event. This can come
from several sources including:
a. Metrics and alarmsAWS maintains an exceptional
situational awareness capability, most issues are
rapidly detected from 24x7x365 monitorirgnd
alarming of real time metrics and service dashboard
The majority of incidents are detected in this manne
MS5.1 Incident Identify the security AWS utilizes early indicator alarms to proactively
Response incident response team | dentify issues that may ultimately impact Customer
who will be responsible | 1y, Trouble ticket entered by an AWS gioyee
for detecting, analyzing, | ¢. Calls to the 24X7X365 technical support hotline.
and remediating security
incidents If the event meets incident criteria, then the relevant
on-call support engineer will start an engagement
utilizing AWS Event Management Tool system to sti
the engagement and page relevant pram resolvers
(e.g. Security team). The resolvers will perform an
analysis of the incident to determine if additional
resolvers should be engaged and to determine the
approximate root cause.
MS5.2 Incident Establish a security
Response incident reporting 2. Recovery Phasghe relevant resolvers will perform
process for individuals o] preak fx to address the incident. Once
report detected incidents| roypleshooting, break fix and affected components
to the security incident | are addressed, the call leader will assign next steps
response team terms of followup documentation and follovup
actions and end the call engagement.
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS5.3 Incident Communicate incidents
Response promptly to clients 3. Reconstitution PhaséOne the relevant fix

whose caitent may have | activities are complete the call leader will declare th
been leaked, stolen or | the recovery phase is complete. Post mortem and
otherwise compromised | deep root cause analysis of the incident will be

(e.g., missing client assigned to the relevant team. The results of the po
assets), and conduct a | mortem will be reviewed byelevant senior
postmortem meeting management and relevant actions such as design
with management and changes etc. will be captured in a Correction of Errg
client (COE) document and tracked to completion.

In addition to the internal communication mechanisr
detailed above, AWS has also implementadious
methods of external communication to support its
customer base and community. Mechanisms are in
place to allow the customer support team to be
notified of operational issues that impact the
customer experience. A "Service Health Dashboard
avalable and maintained by the customer support
team to alert customers to any issues that may be o
broad impact.

AWS incident management program reviewed by
independent external auditors during audits for our
SOC, PCI DSS, ISO 2700Fad&®AMP" compliarce

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS6.0 Workflow Document a workflow | Workflow documentation of Content (data) is the MS6 A INotbl A '\:_Ot o ANOIt_ A l\:_ot o
; ; hili pplicable to | Applicable | Applic pplicable
that includes the tracking respons@ﬂﬁy of AWS Customers as Customer§ reta AWS 0 AWS | able to AWS
of content and ownership and control of their omwguest operating to

authorization systems, software, applications and data. AWS
checlpoints throughout
each process; include the
following processes for
both physical and digital

content:

w 5SSt AQBSNE

w Ly3asSai

w az2@SYSyi

w {G2NF 23S

w wShdNy G2

w wSYyz2g@rt ¥

w 5SaidNuzOG A
MS6.1 Workflow Identify, implement, and

assess the effectiveness
of key controls to
prevent, detect, and
correct risks related to
the content workflow

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS7.0 Segregation of | Segregate duties within | Segregation of duties of Workflow Gontent (data) is| MS7 Not Not Not Not
Duties the content workflow, the responsibility of AWS Customers as Customers Applicable to | Applicable | Applic | - Applicable
. . . . AWS to AWS able to AWS
and implement and retain ownership and control of their own guest to
document compensatip | operating systems, software, applications and data. AWS
controls where
segregation is not Cusbmers hosting digital assets and workflow on A
practical can leverage AWS ldentity and Access Managemer

where appropriate to implement control requirement
related to segregation of duties with regard to digita
assets and content transfer. Customers can leverag
AWS CloudTrail to assist with review and retention
audit logs where appropriate.

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS8.0 Background Perform background AWS conducts criminal background checks, as MS8 SOC 2 812 12.7 PS3
Checks screening checks aall permitted by applicable law, as part of pre (S3.11)
compary personnel and | employment screening practices for employees
third-party workers 02YYSyadza2N»y S gAdGK GKS S
of access to AWS facilities.
AWS lackground check program is reviewed by
independent external auditors during audits for our
SOC, PCI DSS, ISO 2700FFad&AMP" compliance
MS9.0 Confidentiality | Requireall company Amazon Legal Counsel manages and periodically MS9 6.1.5 Pl-4
Agreements personnel and thireparty | revises the Amazon NeBisclosure AgreemenNDA) 2'3'3 ggg
workers to sign a to reflect AWS business needs. - ps8
confidentiality agreement SA9
(e.g., nondisclosure) AWS usage of NelDisclosure Agreements (NDA) i
upon hire and annually | reviewed by independent external auditors during
thereafter, that includes | audits for our ISO 27001 afgdRAMP" compliance
requirements for
handling and protecting
content
MS9.1 Confidentialiy | Requireall company
Agreements personnel and thireparty
workers to return all
content and client
information in their
possession upon
termination of their
employment or contract
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
MS10.0 Third-Party Use| Require all thireparty As part of the orboarding process, all personnel MS10 6.1.5 12.8 PL4
and Screening | workers who handle supporting AWS systems and devices sign a non 66'223 ig’g
content to sign disclosure agreement prior to being granted access 10.2 pPS7
confidentiality Additionally, as part of orientation, personnel are 11.1 PS8
agreements (e.g., nen required to read and accept the Acceptable Bssicy 11.2 SA9
disclosure) upon and the Amazon Code of Business Conduct and Eth
engagement (Code of Conduct) Policy.
MS.$10.0 | ThirdParty Use| Communicate to clients
and Screening | the use of thirdparty Personnel security requirements for thighrty
storage providers for providers supporting AWS stegms and devices are
physical assets established in a Mutual NeBisclosure Agreement
0SG6SSy 1'2{Q LINByili 2NB
- - the respective thiregparty provider. The Amazon Lega
M510.1 ThirdParty _Use Inclu.desecurlt_y ) Counsel and the AWSdeurement team define AWS
and Screening | requirements in third third-party provider personnel sirity requirements
party contracts in cortract agreements with the thirgbarty provider.
All persons working with AWS information must at a|
minimum, meet the screening process for pre
employment background checks and sign a Non
Disclosure Agreement (NDA) prior to beimgrded
MS.S10.1 | Third-Party Use| Require international accesgo AWS information.
andScreening | (to/from U.S.)
transportation AWS ThireParty requirements are reviewed by
companies to be independent external auditors during audits for our
"CustomsTrade PCI DSS, ISO 27001 &edRAMP" compliance.
Partnership Against
Terrorism" (CTPAT)
certified
MS10.2 Third-Party Use| Implement a process to
and Screening | reclaim assets and
remind third-party
workersof confidentiality
agreements and
contractual security
requirements when
terminating relationships
amazon
webservices
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO PCI NIST
27002* 800-53*

MS.810.2

Third-Party Use
and Screening

Reassess transportation
and packaging vendors
annually and when the
vendor changes its
location and/or proviles
additional services

MS10.3

Third-Party Use
and Screening

Require thirdparty
workers to be bonded
and insured where
appropriate (e.g., courier
service)

MS.810.3

Third-Party Use
and Screening

Review access to third
party content delivery
systems and websites
annually

MS10.4

Third-Party Use
and Screening

Restrict thirdparty
access to
content/production areas
unless required for their
job function

MS.$10.4

Third-Party Use
and Screening

Incorporate security due
diligence advities (e.g.,
security assessment, self
assessment
questionnaire) as part of
a selectdbn and hiring
process for thiregparty
workers who handle
sensitive content
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Security Topic

Best Practice

AWS Implementation MPAA AWS SOC ISO

27002*

PCI NIST

800-53*

MS10.5 Third-Party Use| Require thirdparty
and Screening | companies to notify
clients f they ae on
boarding additional thirel
party companies to
handle content
PS1.0 Entry/Exit Lock all entry/exit points | AWS utilizes muliactor authentication mechanisms PS1 SOC1(5.5)| 9.11 9.1 PE3
Points at all times if the facility | for data center access as well as additional security 30(3:32 4(33' 912 PEG
does not have a mechanisns designed to ensure that only authorized 4
segregated access individuals enter an AWS data center. Authorized
controlled area beyond | individuals must use their badge on the card reader
reception and enter their unique R to gain access to the facilit
and rooms for which they are authorized.
t KeaArolt O0OSaa G2 RIEGE
PS.S.0 Entry/Exit Post security guards at a| €lectronic access control system, which is comprise
Points non-emergency of card readers and PIN pads for building and room
entry/exit points ingress and card readgonly for building and room
egress. Enforcing the use of card readers for buildin
and room egress provides aftass back functionality
to help ensure that unauthorized individuals do not
PS1.1 Entry/Exit Control access to areas | tailgate authorized Persons and get in without a
Points where content is handled padge.
by segregating the
content area from other | |n additon to the access control system, all entrance
facility areas (e.g., to AWS data centers, including the main entrance, t
administrative offices) | |oading dock, and any roof doors/hatches, are secu
PS.S.1 Entry/Exit Lock and install alarms o With intru_sion detection devices that sound alarms if
Points all loading dock doors, the door is forced open or held open.
and monitor loading dock ) ) )
doors while in use In addtion to electronic mechanisms, AWS data
centers utilize trained security guards 24x7, who are
stationed in and around the building.
pPS.8l.2 Entry/Exit Segregate the truck
Points RNRA @SNDA& Sy | Access to data centers within the system boundary
prevent truck divers granted on a needo-know basis only, with all physic
from entering other areag access requés being reviewed and approved by the
of the facility
amazon
webservices
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MPAA AWS SOC ISO PCI
27002*

Best Practice AWS Implementation

Security Topic

NIST
800-53*

PS.4.3 Entry/Exit Implement a daily appropriate Area Access Manager (AAM).
Points security patrol process
with a randomized AWS Physical Security Mechanisms are reviewed b
schedule and document | independent external auditors during audits for our
the patrol results in a log| SOC, PCI DSS, ISO 27001Fad®AMP" compliance.
Ps.g.4 Entry/Exit Document, investigate,
Points and resolve all incidents
detected during security
guard shifts
PS2.0 Visitor Maintain a detailed AWS data centers are housed in nondescript facilitiq PS2 SOC1(.1)| 912 9.2 PE3
Entry/Exit @A &aAl2NRBRQ f |andarenotopen tothe publi®hysical access is 50232 4(53'3 9.4 PET
includes the following: strictly controlled both at the perimeter and at 4
w blYS building ingress points. AWS only provides data cen
w [ 2YLI} ye access and information to vendors, corttars, and
w ¢AYS Ayk | visitors who have a legitimate business need for sug
w t SN& 2y k LIS| privileges, such as emergency repairs. All visitors tg
w { A3yl {dzNB | data centers must be prauthorized by the applicable
w . R3S yydeW | Area Access Manager (AAM) and documented in A
Ps2.1 Visitor Assign an identification | ticket management system. When thaurrive at the
Entry/Exit badge or sticker, which | data center, they must present identification and sig
must be visible at all in before they are issued a visitor badge. They are
times, toeach visitor and| continually escorted by authorized staff while in the
collect badges upon exit | data center.
AWS Physical Security Mechanisms are reviewed b
independent exérnal auditors during audits for our
SOC, PCI DSS, ISO 2700Fed®RAMP" compliance.
pPS2.2 Visitor Do not provide visitors
Entry/Exit with electronic access to
content/production areas
amazon
webservices
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI

NIST
800-53*

PS2.3 Visitor Require visitors to be
Entry/Exit escorted by authorized
employees while ossite,
or in content/production
areas at a minimum
PS3.0 Identification Provide compan AWS provides personhwith approved long term datq PS3 SOC1(5.1)| 9.12 9.2 PE3
personnel and longerm | center access an electronic access card with 30232 4(53'3 94
third-party workers (e.g.,| photographic idetification. 4)
janitorial) with photo
identification that is AWS Physical Security Mechanisms are reviewed b
validated and required to| independent external auditors during audits for our
be visible at all times SOC, PCI DSS, I1SO 2700FFad®RAMP" compliance
PS4.0 Perimeter Implement perimeter Physical accesstodatd ¢ 1t SN&B A& Sy T| P4 SOC1(55)| 9.1.1 9.1 PE3
Security security controls that electronic access control system, which is comprise sogsz 4(53'3
address risks that the of card reades and PIN pads for building and room 4)
facility may be exposed | ingress and card readers only for building and room
to as identified by the egress. Enforcing the use of card readers for buildin
organization's risk and room egresstpvides antipass back functionality
assessment to help ensure that unauthorized individuals do not
tailgate authorized Persons and get in without a
badge.
In addition to the access control system, all entrancy
to AWS data centers, including the main entrance, t
loading dock, and any roof doors/hatches, are secu
with intrusion detection devices that sound alarms if|
the door is forced open or held open.
In addition to electronic mechanisms, AWS data
centers utilize trained security guards 24x7, who are
stationed in and around the building.
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
PS.&1.0 Perimeter Install additional
Security perimeter safeguards Access to data centers within the system boundary
(e.g., Bnces, vehicle granted on a needo-know basis only, with all physic

barricades) to decrease | access requests being reviewed and approved by th
the risk of unauthorized | appropriate Area Access Manager (AAM).
access onto the premiseg

PS.st.1 Perimeter Lock perimeter gates at | AWS Physical Securityelhanisms are reviewed by
Security all times and dedicate an| independent external auditors during audits for our
on-site employee to SOC, PCI DSS, ISO 2700FFad®RAMP" compliance.
handle remote unlocking
capabilities
PS.s1.2 Perimeter Station a security guard
Security at perimeter entrances

and implement a process
(e.g., electronic gate arm
parking permits) to allow
vehicles into the facility
campus

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800:53*
PS5.0 Alarms Install a centralized, All entrances to AWS data centers, including the mg PS5 SOC 1 (5.5) 9.1 9.1 PE3
audible alarm system entrance, the loading dock, and any roof soggz 4(53'3 PE6
that covers all enyy/exit | doors/hatches, are secured withtrusion detection 4
points (including devices that sound alarms and create an alarm in A
emergency exits), loadin¢ centralized physical sadty monitoring too if a door ig
docks, fire escapes, and | forced open or held open.
restricted areas (e.g.,
vault, server/machine In addition to electronic mechanisms, AWS data
room) centers utilize trained security guards 24x7, whe a
stationed in and around the building. All alarms are
investigated by a security guard with root cause
documented for all incidents. All alarms are set to
auto-escalate if response does not occur within SLA
time.
Access to data centers within the syst&oundary is
granted on a needo-know basis only, with all physic
access requests being reviewed and approved by th
appropriate Area Access Manager (AAM).
AWS Physical Security Mechanisms are reviewed b
PS5.1 Alarms Configure alarms to independent external auditors during audits four
provide escalation SOC, PCI DSS, I1SO 2700FFad&AMP" compliance.
notifications directly to
the personnel in charge
of security and/or be
monitored by acentral
security group or third
party
PS5.2 Alarms Assign unique arm and
disarm codes to each
person that requires
access to the alarm
system and restrict
access to all other
personnel
amazon
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Security Topic

PS5.3 Alarms

Best Practice

Review the list of users
who can arm and disen
alarm systems annually

PS5.4 Alarms

Test the alarm system
every 6 months

PS5.5 Alarms

Install and effectively
position motion
detectors in restricted
areas (e.g., vault,
server/machine room)
and configure them to
alert the appropriate
security personnel and/ol
third-party

PS5.6 Alarms

Install door prop alarms
for content/production
areas to notify when
sensitive entry/exit
points are open for
longer than a pre
determined period of
time (e.g., 60 seconds)

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI NIST

800-53*

PS6.0 Authorizdion

Document and
implement a process to
manage facility access
and keep records of any
changes to access rights

t KEaAaAolt FOO0Saa G2 RIGF
electronic access control system, which is comprise
of card readers and PIN pads farilding and room
ingress and card readers only for building and room
egress. Enforcing the usé card readers for building
and room egress provides aftass back functionality
to help ensure that unauthorized individuals do not
tailgate authorized Peoss and get in without a
badge.

PS4 SOC 1 (5.3,
5.5)
SOC 2 (S3.3

S3.4, S5.3)

11.2
11.24

9.1 PEl
PE2
PE3
PE4

PES5
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC ISO

27002*

PCI

NIST
800-53*

PS.$6.0 Authorization | Review access to In addition to the access control system, all entrancy
restricted areas (e.g., to AWS data centers, including the main entrance, t
vault, safe) on a monthly| loading dock, and any roof doors/hatches, are secu
basis and when the roles| with intrusion detection devices that sound alarms if]
or employment status of | the door is forced open or held open.
anycompanypersonnel
and/or third-party In addition to electronic mechanisms, AWS data
workers change centers utilize trained security guards 24x7, who are
PS6.1 Authorization | Restrict access to stationed in and around the building.
production systems to
authorized personnel Access to data centers within the system boundary
only granted on a needo-know basis only, with all physica
PS6.2 Authorization | Review access to access requests being reviewed and approved by th
restricted areas (e.g., appropriate Area Access Manager (AAM).
vault, server/machine
room) quarterly and AWS Physical Security Mechanisms are reviewed b
when the roles or independent external auditors during audits for our
employment status of SOC, PCI DSS, ISO 2700Fed®RANF™ compliance.
company personnel
and/or third-party
workers are changed
PS7.0 Electronic Implement electronic t Keairolt FO0OO0OS&aa G2 RIFGE| MS9 | sOC1(s3,| 912 9.1 PE2
Access access throughout the | electronic access control systemhich is comprised 595) 9.1.3 PE3
- - SOC2(s3.3] 112 PE7
facility to cover all of card readers and PIN pads for building and room S3.4,S5.3
entry/exit points and all | ingress and card readers only for building and room
areas where contentis | egress. Enforcing the use of caeaders for building
stored, transmitted or and room egress provides aftass back functionality
processed to help ensure that unauthorized individuals do not
tailgate authorized Persons and get in without a
badge. The ability to create and print a badge is
systematically enforced anestricted to a core set of
security personnel. All badges are activated for a fin
PS.§.0 Electronic Establish separate roomg time period requiring reapproval prior to extension of
Access for replication and for badge expiration date.
mastering
AWS Physical Security Mechanisms are reviewed b
independent external auditors during atslifor our
amazon
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PS7.1

Security Topic

Electronic
Access

Best Practice

Restrict electronic access
system administration to
appropriate personnel

PS7.2

Electronic
Access

Store blank card stock in
a locked cabinet and
ensure keycards remain
disabled prior to being
assigned to personnel

PS7.3

Electronic
Ace@ss

Disable lost keycards in
the system before issuing
a new keycard

PS7.4

Electronic
Access

Issue thirdparty access
cards with a set
expiration date (e.g. 90
days) based on an
approved timeframe

AWS Implementation

SOC, PCI DSS, ISO 2700Faed®RAMP" compliance.

MPAA AWS SOC

ISO

27002*

PCI

NIST
800-53*

PS8.0

Keys

Limit the distribution of
masterkeys to
authorized personnel
only (e.g., owner,
facilities management)

Physical security processesdgprocedures, including
procedures for managing facility Master keys are
owned, managed and executed by AWS physical
security staff.

AWS Physical SedyrMechanisms are reviewed by

PS8

SOC 1 (5.5)
SOC 2 (S3.3
S3.4,S5.3

7.1.1
9.1.2
9.1.3

9.1

PE2
PE3
CMm8
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI NIST

800-53*

PSs8.1 Keys Implement a check independent external auditors during audits for our
in/checkout processto | SOC, PCI DSS, ISO 27001Fad®AMP" compliance
track and monitor the
distribution of master
keys
PS8.2 Keys Use keys that can only by
copied by a specific
locksmith for exterior
entry/exit points
PS8.3 Keys Inventory master keys
and keys to restricted
areas, including facility
entry/exit points,
quarterly
PS9.0 Cameras Install a CCTV system th| Physical access is controlled both at the perimeter g PS9 SOC1(54)| 912 9.1 PE2
records all facility at building ingress points by professional security st SOC 2s3.3) 1(9)'1'03 5 :322
entry/exit points and utilizing video surveillance, intrusion detection o
restricted areas systems and other electronic means. Physical accey
PS.9.0 Cameras Review camera pointsto server locations are recorded by closed
positioning, image circuit television camera (CCTV) as defined in the A
quality, frame rate and | Data Center Physical Security Policy. Images are
retention daily retained for 90 days, unless limited to 30 days by le
or contractual obligations.
AWS Physical Security Mechanisms are reviewed b
independent external auditors during audits for our
amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
PS9.1 Cameras Review camera SOC, PCI DSS, ISO 2700Fad&AMP" compliance
positioning, image
quality, lighting

conditions, frame rate,
and adequate retentin

of surveillance footage at
least weekly

PS.89.1 Cameras Designate an employee
or group of employees to
monitor surveillance
footage during operating
hours and immediately
investigate detected
security incidents

PS9.2 Cameras Restrict phgical and
logical access to the CC1
console and to CCTV
equipment (e.g., DVRS) t
personnel responsible fo
administering/monitoring
the system

amazon
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI

NIST
800-53*

PS9.3 Cameras Ensure that camera
footage includes an
accurate date and time
stamp
PS10.0 Loggng and Log and review electroni{ Physical acess is controlled both at the perimeter an| PS10 SOC1(5.3,| 10.102 9.1 AU3
Monitoring access to restricted area{ at building ingress points by professional security st so é"g’)(s?, 3 1(1"31(1)'3 238
for suspicious events utilizing video surveillance, intrusion detection S3.4, S5.3) ' AULL
systems and other electronic means.
All entrances to AWS data centers, including the mg
entrance, the loading dock, and any roof
doors/hatches, are secured with intrusion detection
devices that sound alarms and create an alarm in A
centralized physidasecurity monitoring too if a door i
forced open or held open.
In addition to electronic mechanisms, AWS data
PS.€10.0 | Logging and Perform a weekly review| centers utilize trained security guards 24x7, who are
Monitoring of electronic access logs| stationed in and around the building. All alarms are
for the following areas, if| investigated by a security guardttviroot cause
applicable: documented for all incidents. All alarms are set to
w al &l S N&vault | auto-escalate if response does not occur within SLA
w tmdBering time.
w { SNISNX Y
w { ONJ LJ NZE 2 | Physical access points to server locations are recor
w | -de€lRty cages by closed circuit television camera (CCTV) as defing
PS10.1 Logging and Investigate suspicious | the AWS Data Cemtéhysical Security Policy. Image
Monitoring electronic access are retained for 90 days, unless limited to 30 days b
activities that are legal or contractual obligations.
detected
AWS Physical Security Mechanisms are reviewed b
independent external auditors during audits for our
SOC, PCI DSS, ISO 2700FedRAMP™ compliance.
amazon
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27002* 800-53*

PS$10.2 Logging and Maintain an ongoing log
Monitoring of al confirmed
electronic access
incidents and include
documentation of any
follow-up activities that

were taken
PS10.3 Logging and Retain CCTV surveillanct
Monitoring footage and electronic

access logs for at least 9
days, or the maximum
time allowed by law, in a
secure location

PS11.0 Searches Inform company In alignment withAWS Physical Security Policies, A} PS11 8.13
personnel and thireparty | reserves the right to execute a search of bags and
workers upon hire that | packages in the evemif an issue.

bags and packages are
subject to random AWS Physical Security Mechanisms are reviewed b
searches and include a | independent external auditors during audits for our
provision addressing SOC, PCI DSS, ISO 2700FFadd AMP™ compliance.
searches in the facility
policies

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST

27002* 800-53*

PS.€l1.0 | Searches Implement an exit search
process that is applicable
to all facility personnel
and visitors, including:

w wSY2@It 2]
coats, hats, and belts for
inspection

w wSY2@It 2]
contents

w rfodnance of a self
pat-down with the
supervision of security

w ¢ K2NRdJzAK
all bags

w LyaLlSOoidaz,)
CD/DVD tray

w {OFyyAy3
with a handheld metal
detector used within
three inches of the
individual searched
PS.8l1.1 | Searches Prohibit personnel from
entering/exiting the
facility with digital
recording devices (e.g.,
USB thumb drives, digita
cameras, cell phones)
and include the search of
these devices as part of
the exit search procedure

PS.811.2 | Searchs Enforce the use of
transparent plastic bags
and food containers for
any food brought into
production areas

amazon
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PS.811.3

Security Topic

Searches

Best Practice

Implement a dress code
policy that prohibits the
use of oversized clothing
(e.g., baggy pants,
oversized hooded
sweatslirts)

AWS Implementation

PS.g911.4

Searches

Use numbered, tamper
evident
stickers/holograms to
identify authorized
devices that can be taker
in and out of the facility

PS.81.5

Searches

Implement a process to
test the exit search
procedure

PS.91.6

Searches

Perform a random
vehicle search process
when exiting the facility
parking lot

PS.&81.7

Searches

Segregate replication
lines that process highly
sensitive content and
perform searches upon
exiting segregated areas

PS.811.8

Searches

Implement additional
controls to monitor
security guard activity

MPAA AWS SOC
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MPAA AWS SOC ISO PCI
27002*

AWS Implementation NIST

800-53*

Best Practice

Security Topic

PS12.0 Inventory Implement a content Content Asset Management is aed, implemented Ps12 7.1 9.6 AU9
Tracking asset management and operated by AWS Customers. It is the 13'1'013 9.7 '?;L,\},ngl
system to provide responsibility of Customers to implement inventory 10106 MP-3
detailed tracking of tracking of their physical assets. 15.1.3
physical assets (i.e., clier
and newly created) For AWS Data Center Environments, all new
information system components, which include, but
are not limited tq servers, racks, network devices,
hard drives, system hardware components, and
building materials that are shipped to and received |
data centers require prior authorization by and
notification to the Data Center Manager. Items are
delivered to the loadig dock of each AWS Data Cen
and are inspected for any damages or tampering wi
the packaging and signed for by a-ithe employee
of AWS. Upon shipment arrival, items are scanned :
PS.82.0 | Inventory Use automated captured within the AWS Asset management systen
Tracking notification for assets and device inventry tracking system.
that have been out of the
vault for extended Once items are received, they are placed in an
periods of time equipment storage room within the data center that
requires the swipe badge and PIN combination for
PS12.1 Inventory Barcode client asets and | @ccess until they are installed on the data center flo
Tracking created media (e.g., Prior to exiting the data cear, items are scanned,
tapes, hard drives) upon | tracked, and sanitized before authorization to leave
receipt and store assets | the data center.
in the vault when not in
use AWS Asset Management processes and procedure
PS.S2.1 Inventory Lock up and log assets | are reviewed by independent external auditors durin
Tracking that are delayed or audits for our PCI DSS, ISO 27001RedRAMP"
returned if shipments complance.
could not be delivered on
time
amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800:53*
pPsS12.2 Inventory Retain asset movement
Tracking transaction logs for at

least 90 days

PsS12.3 Inventory Review logs from content
Tracking asset management
system and investigate
anomalies
PS12.4 Inventory Use studio AKAs
Tracking oal tAlFasSago

applicable in asset
tracking systems and on
any physical assets

PS13.0 Inventory Perform a quarterly Customers retain the control and responsibility of PS13 711 AU6
Counts inventory count of each | their data and associated media assets. It is the 10.13 |ARC-;f
client's prerelease responsibility of the customer to implement inventor IR5

project(s), reconcile tracking and monitoring of their physical assets.

against asset
management records, AWS Asset Management system and deinwentory

and immediately tracking systems maintain systematic inventory of
communicate variances | AWS Data Center information system components.
to clients Audits of inventory occur on a regular basis and are

amazon
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MPAA AWS SOC ISO PCI
27002*

AWS Implementation NIST

800-53*

Best Practice

Security Topic

PS.€13.0

Inventory
Counts

Perform a weekly
inventory count of each
client's prerelease
project(s), reconcile
against asset
management records,
and immediately
communicate variances
to clients

PS13.1

Inventory
Counts

Segregate duties
between the vault staff
and individuals who are
responsible for
performing invetory
counts

PS.83.1

Inventory
Counts

Monitor film elements
(e.g., negatives,
unprocessed film)
constantly throughout
the workflow process

PS13.2

Inventory
Counts

Implement and review a
daily aging report to
identify highly sensitive
assés that are checked
out from the vault and
not checked back in

reviewed by an independent auditor as a part of our|
FedRAMP" compliance program.

AWS Asset M@mgement processes and procedures
are reviewed by independent external auditors durin
audits for our PCI DSS, I1SO 27001ReatRAMP"
compliance.

PS14.0

Blank Media/
Raw Stock
Tracking

Tag (e.g., barcode, assig
unique identifier) blank
stock/raw stock per unit
when received

PS.814.0

Blank Media/
Raw Stock
Tracking

Establish a process to
track consumption of raw
materids (e.g.,
polycarbonate) monthly

AWS customers retain control and ownership of the
data and media assets. It is the responsibility of the
Studio / Processing facility to manage security of
media stock.

PS14

7.1.1
10.7.1

MP-4
MP-2
PE2
PE3
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST

27002* 800-53*

PSi14.1 Blank Media/ Store blank media/raw
Raw Stock stock in a secured
Tracking location

PS15.0 Client Assets | Restrict access to finishe| It is the responsibility of those individuals that Scregl PS15 SOC1(5.3,] 7.11 9.1 MP-2
client as'sets to personne| manage physical cc_)pies of fipisheq assets to ensurg so 05'2)(83'3 19(').17'.21 g:? “SE';
responsible for tracking | that adequate physical security is implemented. S3.4, SB) PE3
and managing a®ts
As documented in MPAA RS PS14 AWS operates a
Physical Security Program and Asset Mmmaent
Program throughout all of our data centers that is
regularly reviewed ath assessed by independent thirg
party auditors as a part of our continued SOC, PCI [

ISO 27001 anBedRAMP" compliance program.

PS.85.0 | Client Assets | Require two company
personnel with separate
access cards to unlock
highly sensitive areas
(e.g., safe, higlsecurity
cage) aftethours
PS15.1 Client Assets | Store cliat assets in a
restricted and secure
area (e.g., vault, safe)
PS.gl5.1 | Client Assets | Use an accessontrolled
cage for the staging area
and monitor the area
with surveillance camera;
PS.815.2 | Client Assets | Use a locked fireproof
safe tostore undelivered
packages that are kept al
the facility overnight

amazon

Page74of 128 webservices



Amazon Web Services Risk and Compliance July2015

MPAA AWS SOC ISO PCI
27002*

AWS Implementation NIST

800-53*

Best Practice

Security Topic

PS.€15.3 | Client Assets | Implement a dedicated,
secure area (e.g., securit
cage, secure room) for
the storage of
undelivered screeners
that is locked, access
controlled, and
monitored with
surveillance cameras
and/or security guards
PS16.0 Disposals Require that rejected, When an AWS storage device has reached the end| PS16 9.2.6 9.10 MP-6
damaged, and obsolete | its useful life, AVS procedures include a 10.7.2
stock are erased, decommissioning process that is designed to preve
degaussed, shredded, or] customer data from being exposed to unauthorized
physically destroyed individuals AWS uses the techniques detailed in Do
before disposal (e.g., DV| 5220.22a o6 abl GA 2y f Ly Rdzaid)
shredding, hard drive hLISNI GAYy 3 al ydgyf &a0D d2ANR
destruction)andupdat |a SRALF {FYAGAT I GA2yé0 (2
asset management decommissioning process. All decommissioned
records to reflect storage devices aréegaussed and physically
destruction destroyed in accordance with industsyandard
practices
AWS storage device disposal process is regularly
reviewed and asessed by independent thighrty
i auditors as a part of our continued ISO 27001 and
PS.96.0 Disposals Implgment a process thai FedRAMP" compliance prgram.
requires security
personnel to monitor and
record the scrapping
process if scrap is
destroyed
PS16.1 Disposals Store elements targeted
for recycling/destruction
in asecure
location/container to
prevent the copying and
reuse of assets prior to
disposal
amazon
webservices
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27002* 800-53*

PS.gl6.1 | Disposals Conduct periodic security
training forall company
personnel and thireparty
workers to educate on
asset disposal and
destruction processes
(e.g., placing assets into
designated containers)
PS$S16.2 Disposals Maintain a log of asset
disposal for at least 12
months

PS.816.2 | Disposals Scratch discs before
placing them into the
scrap bin

PS16.3 Disposals Require thirdparty
companies who handle
destruction of content to
provide a certificate of
destruction for each
completed job

PS.816.3 | Disposals Use automation to
transfer rejected discs
from replication
machines directly into
scrap bins (no machine
operator handling)

PS.816.4 | Disposals Prohibit the use of third
party companies for the
destruction of DCDM
drives or prereleased
content

amazon
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MPAA AWS SOC ISO PCI
27002*

AWS Implementation NIST

800-53*

Best Practice

Security Topic

PS17.0

Shipping

Require the facility to file
a valid work/shipping
order to authorize asset
shipments out of the
facility

PS.87.0

Shipping

Document and retain a
separate log for truck
driver information

PS17.1

Shipping

Track and log asset
shipping details; at a
minimum, inclue the
following:

w ¢CAYS 2F &
w {SYRSNJ yI |
signature

w WSOALKSYI
w ! RRNBaa 2|
w ¢NIOlAYy3
courier

w wWSTFSNByOS
corresponding work
order

PS.87.1

Shipping

Require personnel
picking up package(s) to
verify the count the
shipping document and
obtain a signature from

the shipping point

For AWS Data Center Environments, all new
information system components, which include, but
are not limited to, serves, racks, network devices,
hard drives, system hardware components, and
building materials that are shipped to and received |
data certers require prior authorization by and
notification to the Data Center Manager. Items are
delivered to the loading dock of each AWS Data Ce
and are inspected for any damages or tampering wi
the packaging and signed for by aithe employee
of AWS Upon shipment arrival, items are scanned a
captured within the AWS Asset management systen
and device inventory tracking system.

AWS Asset Management processes and procedure
are reviewed by independent external auditors durir]
audits for our PCI [351SO 27001 arkedRAMP"
compliance.

PS17

9.1.2
10.8.2
10.8.3

9.6
9.7

MP-5
AU11
PE16
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PS17.2

Security Topic

Shipping

Best Practice

Validate assets leaving
the facility against a valid
work/shipping order

AWS Implementation

PS.87.2

Shipping

Observe and monitor the
packing and sealing of
trailers when shipping
occurs onRsite

PS17.3

Shipping

Secure assets that are
waiting to be picked up

PS.&87.3

Shipping

Implement a formal
process to record,
monitor, and review
travel times, routes, and
delivery times for
shipments between
fadlities

PS17.4

Shipping

Prohibit couriers and
delivery personnel from
entering
content/production areas
of the facility

PS.87.4

Shipping

Do not allow film
elements to leave the
facility other than
through shipping, except
with a signed
authorization pass

MPAA AWS SOC
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MPAA AWS SOC

Best Practice AWS Implementation

Security Topic

ISO PCI
27002*

NIST
800-53*

PS.87.5

Shipping

Ship prints for pre
theatrical screenings in
segments (e.g., odd
versus even reels)

PS18.0

Receiving

Inspect delivered content
upon receipt and

compare to shipping
documents (e.g., packing
slip, manifest Ig)

pPS18.1

Receiving

Maintain a receiving log
to be filled out by
designated personnel
upon receipt of deliveries

PS18.2

Receiving

Perform the following
actions imnediately:

w ¢33 0SPID|
assign unique identifier)
received assets,

w LyLdzi GKS
asset management
system

w az2@S GKS
restricted area (e.g.,
vault, safe)

PS18.3

Receiving

Implement a secure
method (e.g., secure droj
box) for receiving

overnight deliveries

Once new information system components are
received in the AWS Data Centers, they are placed
an equipment storage @m within the data center
that requires the swipe badge and PIN combination
access until they are installed on the data centeoflo
Prior to exiting the data center, items are scanned,
tracked, and sanitized before authorization to leave
the data center.

AWS Asset Management processes and procedure
are reviewed by independent external auditors durir]
audits for our PCI DSS, IS@@1 and~edRAMP"
compliance.

PS18

7.1
7.2
10.8.2
10.8.3

9.6
9.7

MP-3
MP-4
PE16
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

PCI

NIST
800-53*

PS19.0 Labeling Prohibit the use of title | AWS Asset labels are customer agnostic and are PS19 7.2 9.6 MP-3
information, including utilized to maintain inventory of hardware withthe 9.7
AKAs ("aliases"), on the | AWS Asset Management Tool. Within AWS Data
outside of packages Centers hardware is not physically associated with
customer or the data stred on the hardware. All
customer data, regardless of source is considered t
be Critical, in turn, all media is treated as senmsiti
AWS Asset Management processes and procedure
are reviewed by independent external auditors durin
audits for our PCI DSS, ISO 27001RedRAMP"
compliance.
PS20.0 Packaging Ship all assets in Packaging of physical finished media assets are thg PS20 10.8.3 MP-5
closed/sealed containers| responsibility of the releant distributing body (such &
anduse locked companies involved with distribution, DVD Creation
containers depending on| Postproduction etc.).
asset value
PSS20.0 | Packaging Apply shrink wrapping to
all shipments, and
inspect packaging before
final shipment to ensure
that it is adequately
wrapped
PS20.1 Packaging Implement at least one o]
the following controls:
® ¢ I YJidenhthpe
w ¢ ELdeNNI
packaging
w ¢ | “¢didenkgeals in
the form of holograms
w {SOdzNB 02
Pelican case with a
combination lock)
PS21.0 Transport Lock automobiles and Transport of physical finished media assets (such ay PS21 MP-5
Vehicles trucks at all times, and dq DVD's) are the responsibility of the relevant
not place packages in distributing body (such as opanies involved with
visible auto/truck areas | distribution, DVD Creation, Peptoduction etc.).
amazon
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MPAA AWS SOC ISO PCI
27002*

AWS Implementation NIST

800-53*

Best Practice

Security Topic

PS.£1.0

Transport
Vehicles

Include thefollowing
security features in
transportation vehicles
(e.g., trailers):

w {SANBIIGA
cabin

w 'oAfAGe O
cargo area doors

w Dt { -FeBuNty K|
shipments

PS.£21.1

Transport
Vehicles

Apply numbered seals or
cargo doorsdr
shipments of highly
sensitive titles

PS.&1.2

Transport
Vehicles

Require security escorts
be used for delivery of
highly sensitive content
in highrisk areas

DS1.0

WAN

Segment WAN(S) by usir|
stateful inspection
firewalls with Access
Cortrol Lists that prevent
unauthorized access to
any internal network

DS1.1

WAN

Develop a process to
review firewall Access
Control Lists (ACLS) to
confirm configuration
settings are appropriate
and required ly the

business every 6 months

Boundary protection devices that employ rule sets,
accesgontrol lists (ACL), and configurations enforce
the flow of information between network fabrics.
Several network fabrics exist Atmazon, each
separated by devices that control the flow of
information between fabrics. The flow of information
between fabrics is established by approved
authorizations, which exist as access control lists (A
which reside on these devices. These devicentrol
the flow of information between fabrics as mandateq
by these ACLs. ACLs are defined, approved by
appropriate personnel, managed and deployed usin
AWS ACianage tool.

DS1 SOC 1(3.2,
3.3,3.4,3.7,
3.9, 3.10,
3.14, 3.15,
3.16)
SOC 2(S.3.2
S3.4,S.3.5,
S4.1,S.4.2,
$4.3,53.12)

11.1
11.4

11
1.2
1.3
14
2.2
6.6
8.5
11.2

AG2
AG3
CMm7
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DS1.2

Security Topic

WAN

Best Practice

Deny all protocols by
default and enable only
specific permitted secure
protocols on the WAN

DS1.3

WAN

Place externally

accessible servers (e.g.,
secure FTP server, web
servers) within the DMZ

DS1.4

WAN

Implement a process to
patch network
infrastructure devices
(e.qg., firewalls, routers,
switches, etc.) regularly

DS1.5

WAN

Harden network
infrastructure devices
based on security
configuration standards

DS1.6

WAN

Do not allow remote
access to WAN network
infrastructure devices
(e.q., firewall, router)
that control access to
content

AWS Implementation

LYFT 2y Q&8 LYF2NXYIGAZY { S
ACLs. Approved firewall pisets and access control
lists between network fabrics restrict the flow of
information to specific information system services.
Access control lists and rule sets are reviewed and
approved, and are automatically pushed to boundar
protection devices on periodic basis (at least every
24 hours) to ensure rutsets and access control lists
are upto-date.

AWS Network Management is regularly revesl by
independent thirdparty auditors as a part of AWS
ongoing compliance with SOC, PCI DSS, ISO 2700
FedRAMP™",

AWS implements least privilege throughout its
infrastructure components. AWS prohibits all ports
and protocols that do not have a specific business
purpose. AWS follows a rigorous approach to minin
implementation of only those features andrfctions
that are essential to use of the device. Network
scanning is performed and any unnecessary ports o
protocols in use are corrected.

Regular internal and external vulnerability scans arg
performed on the host operating system, web
application anddatabases in the AWS environment
utilizing a variety of tools. Vulnerability scanning anc
remediation practices are regularly reviewed as a p4
of AWS continued compliance with PCI DSS and
FedRAMP™,

MPAA AWS SOC

ISO
27002*

PCI

NIST
800-53*
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DS1.7 WAN Secure backups of
network infrastructure
devices to a centrally
secured server on the
internal network

DS1.8 WAN Perform an anual
vulnerability scan on
hosts that are externally
accessible and remediate
issues

DS1.9 WAN Allow only authorized
personnel to request the
establishment of a
connection with the
telecom service provider

_ o
l=.=l amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS2.0 Internet Prohibit Internetaccess | Boundary protection devices are configured in a derf DS2 SOC1@.2,| 7.13 11 CA3
on systems (desktops/ | all mode which denies 3'33*93;'1(3)'7' 11.2.2 ig PL:4
servers) that process or | Boundary protection devices that employ rule sets, 314, 3.15, 14
store digital content access control lists (ACL), and configurations eefor 3.16) 2.2
the flow of information between network fabrics. SOC 2(S.3.2 5.1
These devices are configured in deadiymode, gi'i' Sig g'g
requiring an approved firewall set to allow for $4.3.53.12) 11.2
connectivity. Refer to D3.0 for additional
information on Management of AWS Network
Firewalls.
There is ndnherent email capability on AWS Assets
and port 25 is not utilized. A Customer (e.g. studio,
processing facility etc.) can utilize a system to hest ¢
mail capabilities, however in that case it is the
Customer's responsibility to employ the appropriate
levels of spam and malware protection atreil entry
and exit points and update spam and malware
definitions when new releases are made available.
Amazon assets (e.g. laptops) are configured with-ar|
DS2.1 Internet Implement email virus software that includes-mail filtering and
filtering software or malware detection.
appliances that block the
following from non AWS Network Firewall management and Amazon's
production networks: anti-virus program are reviewed by independehird-
w t #ahhighing e party auditorsas a part of AWS ongoing compliance
mails with SOC, PCI DSS, ISO 2700 Fed®AMP".
w tNPKAOGAUGS
attachments (e.g., Visual
Basic scripts, executable
etc.)
w CAfS aals
limited to 10 MB
amazon
webservices
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DS2.2 Internet Implement web filtering
software or appliances
that restrict access to
websites known for per-
to-peer file trading,
viruses, hacking or other
malicious sites

DS3.0 LAN Isolate the AWS provides @tomers the ability to segment and DS3 11.2 AG6
content/production manage networks but is not responsible for the E':'i ’éf’,f;
network from non implementation and operation of these segmented 106.2 Sia
production networks environments. 10.10

(e.g., office network,
DMZ, etc.) by means of
physical or logical
network segmentation

DS3.1 LAN Restrict access to the
content/production
systems to authorized
personnel

amazon
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO PCI NIST
27002* 800-53*

DS3.2

LAN

Restrict remote access tc
the content/production
network to only
approved personnel who
require access to perforn
their job responsibilities

DS3.3

LAN

Disable all unused switch
ports on the
content/production
network to prevent
packet sniffing by
unauthorized devices

DS3.4

LAN

Restrict the use of non
switched devices such as
hubs and repeaters on
the content/production
network

DS3.5

LAN

Prohibit dualhomed
networking (network
bridging) on computer
systems within the
content/production
network

DS3.6

LAN

Implement a network
based intrusion detection
or prevention system on
the content/production
network
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27002* 800-53*

DS4.0 Wireless Prohibit wireless There is no inherent wireless capability on AWS Ds4 106.1 1.1 AC18
networking and the use | Assets. 12.6 Sk
of wireles devices on the
production/content Amazon assets (e.g. laptopgiyeless capabilities are
network implemented and operated in alignment with industr
standard secure wireless configuration standkar
Amazon continuously monitors wireless networks in
order to detect rouge devices.

AWS management of Wireless networks is reviewe(

_ o
l=.=l amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS4.1 Wireless Configure non by independaet third-party auditors as a part of AWS
production wireless ongoing compliance with PCI DSS, 1SO 27001 and
networks (e.g., FedRAMP".

administrative and guest
with the following
security controls:

w 5AaloftsS 2
w 9ylLoftS 19
w {SINB3IIGS
networks from the
company's other
networks

DS4.2 Wireless Implement a process to
scan for rogue wireless
access points annually

_ o
l=.=l amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS5.0 I/O Device Designate specific AWS prevents access to system output devicestod DS5 soC1(21,] 1071 7.1 MP-2
Security systems to be used for | authorized persons. Access to obtain authorization so glzl)(s 3 10.10.2 82 'TDGE?
content input/output requires the submission of an electronic request, $3.3,5.3.4)
(1O) providing a business case for acgesnd obtaining
documented approval of that authorization by an
Authorized Approver. AWS Access Management
procedures aréndependently reviewed by a third
party auditor as a part of caimued compliance with
SOC, PAISS, ISO 27001 aRddRAMP™,
Personal electronic devices and removable media &
prohibited from connecting to AWS information
systems.
DsS5.1 I/O Device Block input/output (1/0O)
Security devices (e.g., USB,
FireWire, eSATA, SCSI,
etc.) on all systems that
handle or store content,
with the exception of
systems used fazontent
1/0
DS5.2 I/O Device Restrict the installation
Security and/or use of media
burners (e.g., DVD, Blu
ray, CD burners) and
other devices with output
capabilities to specific 1/C
systems used for
outputting content to
physical media
amazon
webservices
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DS6.0 System Install antivirus software | Within the AWS environment, a configuration Ds4 10.4.1 SH3
Security on all workstations and | managementool used to manage deployable 18‘2‘3; RS,LZS
servers software in packages, package groups, and 1132 AGS
environments. A package is a collection of tedtfiles, 11.4.3 SG2
such as software, content, etc., that are tightly 11.4.4 PE3
coupled. A package group is a set of packages that "lﬂ’é';‘
often deployed together. An environment is the SA7
combination of a set of packages and package grou SA6

which are deployed to a set of host clasghosts or
servers that serve the same function). An environmé
represents the complete set of packages required fg
server to fulfill a particular function.

AWS maintains the baseline OS distribution used o
hosts. All unneeded ports, protocols aservices are
disabled in the base builds. Service teams use the
build tools to add only approved software packages
necessary for the servers function per the
configuration baselines maintained in the tools.

Servers are regularly scanned and any unnecegssa
ports or protocols in use are corrected using the flay
remediation process. Deployed software undergoes
recurring penetration testing performed by carefully
selected industry experts. Remediation of the
penetration testing exercise is also incorporatatb
the baseline through the flaw remediation process.

Amazon Information Security and AWS Security teal
subscribe to newsfeeds for applicable vendor flaws
from Secunia and TELUS Security Labs. Amazon
LYF2NXYFGA2Y { SOdzNRG& LIN
DS6.2 System Scan filebased content | Websites and other relevant outlets for new patches
Prior to implementation Patches are evaluated for

DS6.1 System Update antivirus
Security definitions daily

Security for viruses prior to ingest ; . . S
onto the security and operational impact and applied in timel
content/production manner based upon assessment.
network

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS6.3 System Performing virus scans a| Amazon assets (e.g. laptops) are configured with-an
Security follows: virus softwarethat includes email filtering and

w 9yl ofS NB| malware detection.
system virus scanning o]
all workstations AWS Configuration Management and Flaw
w 9yl 6f S T dz Remediation Process are all reviewed by independg
scans for servers, where| third-party auditors for our continued compliance wit
applicable (e.g., noSAN | SOC, PCI DSS, ISO 2700IFadRAMP™.

systems)
DS6.4 System Implement a process to
Security regularly update systems

(e.qg., file transfer
systems, operating
systems, databases,
applications, network
devices) with
patches/updates that
remediate security
vulnerabilities

DS6.5 System Prohibit users from being
Security Admnistrators on their
own workstations

DS6.6 System Use cable locks on
Security portable computing
devices that handle
content (e.g., laptops,
tablets, towers) when
they are left unattended
DS6.7 System Install remotekill
Security software o all portable
computing devices that
handle content to allow
remote wiping of hard
drives and other storage
devices

amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS6.8 System Restrict software
Security installation privileges to

approved users

DS6.9 System Implement security
Security baselines and standards
to configure systems
(e.g., laptops,

workstations, servers)
that are set up internally
DS6.10 System Unnecessary services ar
Security applications should be
uninstalled from content
transfer servers

_ o
l=.=l amazon
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DsS7.0 Account Establish and implement| AWS has a formal access control policy that is Ds7 soC1(21,] 1013 7.1 AG2
Management | an account management| reviewed and updated on an annuadis (or when so (:222)(5 3 13'112'4 Sé ﬁgg
process for any major change to the system occurs that impacts S34) | 1121 ' AU2
administrator, user, and | the policy). The policy addresses purpose, scope, rd 11.2.2 AU12
service accounts for all | responsibilitiesand management commitment. 1124 IA-4
information systems and PS4
I - . PS5
applications that handle | AWS employs the concept of least privilege, allowin PE2
content only the necessary access for usersccomplish their
job function. When user accounts are created, user
accounts are created to have minimal access. Acce
above these least privileges requires appropriate
authorization.
Authorized users of AWS systems and devices are
provided accessrprileges via group membership
specific to the authorized individuals job function an
role. Conditions for group membership are establish
and verified by group owners. User, group, and syst
accounts all have unique identifiers and are not
reused. Gueganonymous and temporary accounts
are not used and are not allowed on devices.
User accounts are reviewed at least quarterly. On a
quarterly basis, all group owners review and remove
as neededanyusers who no longer require group
membership. This reéew is initiated by a systematic
notification sent to the group owner by the AWS
DS7.1 Account Maintain traceable Account Management Tool, which notifies the groug
Management | evidence of the account | gwner to perform a baseline of the group. A baseling
management activities | js a full reevaluation of permissions by the group
(e.g., approval enails, | gwner. If the basefie isn't completed by the deadline
change request forms)
amazon
webservices
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DS7.2

Security Topic

Account
Management

Best Practice

Assign unique credentials
on a needto-know basis
using the principles of
least privilege

DS7.3

Account
Management

Rename the default
administrator accounts
and limit the use of these
accounts to special
situations that require
these credentials (g.,
operating system
updates, patch
installations, software
updates)

DS7.4

Account
Management

Segregate duties to
ensure that individuals
responsible for assigning
access to information
systems are not
themselves end users of
those systems (i.e.,
personnel should not be
able to assign access to
themselves)

AWS Implementation

all group members are removed. User accounts are
automatically disabled systematically after 90 days
inactivity.

AWS have identified auditable event categories acrq
systems and devices within the AWS system. 8ervi
teams configure the auditing features to record
continuously the securityelated events in accordanc
with requirements. The log storage system is desigr
to provide a highly scalable, highly available service
that automatically increases capacitytag ensuing
need for log storage grows.

AWS Access Management procedures are reviewe(
independentthird-party auditorsfor our continued
compliance with SOC, PCI DSS, ISO 27001 and
FedRAMP".

MPAA AWS SOC

ISO PCI
27002*

NIST
800-53*
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DS7.5 Account Monitor and audit
Management | administrator and service
account activities

DS7.6 Account Implement a process to
Management | review user access for al
information syséms that
handle content and
remove any user
accounts that no longer
require access quarterly

DS7.7 Account Review user access to
Management | content on a peiproject
basis
DS7.8 Account Disable or remove local

Management | accounts on systenthat
handle content where
technically feasible

_ o
l=.=l amazon
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DsS8.0 Authentication | Enforce the use of uniqu¢ Unigue user identifiers are created as part of the DS8 SOC1(25)| 1121 8.4 IA-2
usernames and onboarding workflow process in the AWS human Sog § ‘(15'3'2 ﬁig 8.5 :ﬁg
passwords to access resaurces management system. The device 39 115.2 AG7
information systems provisioning process helps ensure unique identifierg AG11
for devices. Both processes include manager apgro AG17
to establish the user account or device. Initial
F dzi KSy G A O G2 NE | NBrsoR &l to
devices a part of the provisioning process. Internal
users can associate SSH public keys with their accq
System account authenticators are provided to the
requestor as part of the account creation process af
the identity of the requestor is verified. Mininmo
strength of authenticators is defined by AWS includi
password length, requires complex passwords and
password age requirements and content along with
SSH key minimum bit length.
DS8.1 Authentication | Enforce a strong
password policy for
gaining access to AWS Password policy and implementation is review
information systems by independenthird-party auditorsfor our continued
compliance with SOC, PCI DSS, ISO 27001 and
FedRAMP™,
DS8.2 Authentication | Implement twofactor
authentication (e.g.,
username/password and
hard token) for remote
acess (e.g., VPN) to the
networks
amazon
webservices
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO
27002*

NIST
800-53*

DS8.3 Authentication | Implement passworéd
protected screenseers
or screenlock software
for servers and
workstations
DS9.0 Logging and Implement realtime AWS has identified auditable event categories acro§ DS9 SOC1(3.6)| 101 10.1 AU1
Monitoring logging and reporting systems and devices within the AWS syst&mrvice ig'ig'g ig'g 232
systems to record and | teams configure the auditing features to record o ' AU6G
report security events; continuously the securityelated events in accordanc St
gather the following with requirements. The log storage system is desigr
information at a to provide a highly scalable, highly available service
minimum: that automatically increases capacity as the ensuing
w 2 KSy 6 0A Y| needforlog storage grows. Audit records contain a
w 2 &(Sddice) of data elements in order to support nexsary
w 2 K2 0 dza SNJ analysis requirements. In addition, audit records are
w 2KF{ 602y | available for AWS Security team or other appropriat
teams to perform inspection or analysis on demand
and in response to securielated or business
impacting events.
i i Designated personnel oAWS teams receive
DS.2.0 Logging and | Implement logging automated alerts in the event of an audit processing
Monitoring mechanisms on all failure. Audit processing failures include, for examp|
systemsused for: | software/hardware errors. When alerted, erall
w YS € 3SY SN personnel issue a trouble ticket and track the event
w YSe YEYl 3Fynglitis resolved.
w *SYR2NJ OS
management
amazon
webservices
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Security Topic Best Practice AWS Implementation MPAA AWS SOC ISO PCI NIST
27002* 800-53*
DS9.1 Logging and Configure logging AWSlogging and monitoring processes are revieweq
Monitoring systems to send by independenthird-party auditorsfor our continued

automatic notifications | compliance with SOC, PCI DSS, ISO 27001 and
when security events are] FedRAMP",

detected in order to
facilitate active response

to incidents
DS9.2 Logging and Investigate any unusual
Monitoring activity reported by the
logging and reporting
systems
DS9.3 Logging and Review logs weekly

Monitoring

_ o
l=.=l amazon
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Security Topic

Best Practice

AWS Implementation

MPAA AWS SOC

ISO PCI NIST
27002* 800-53*

DS9.4 Logging and Enable logging of interna
Monitoring and external content
movement and transfers
and include the following
information at a
minimum
w 'asSNylys
w ¢CAYSaGl YL
w CAfS yrYS
w { 2dz2NDS L t
w 5SaidAayl
w 90Syi oS¢
view)
DS9.5 Logging and Retain logs for at least 6
Monitoring months
DS9.6 Logging and Restrict log access to
Monitoring appropriate personnel
DS9.7 Logging and Send automatic
Monitoring notifications to the
production coordinator(s
upon outboundcontent
transmission
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Security Topic

DS10.0 Security

Techniques

Best Practice

Ensure that security
techniques (e.g., spoiling
invisible/visible
watermarking) are
available for use and are
applied when instructed

DS.S10.0 | Advanced
Security

Techniques

Implement a process for
key management that
addresses the following:
®w ! LILINR @ f
revocation of trusted
devices

w DSYSNI GA2)
and revocation of
content keys

w LYGSNyL! ¢
distribution of content
keys

DS10.1 Security

Techniques

Encrypt content on hard
drives using a minimum
of AES 12®it encryption
by either:

w EbasedSencryption:
(i.e., encrypting the
content itself)

w 5 Ndsed &ncrytion:
(i.e., encrypting the hard
drive)

DS.s10.1 | Advanced
Security

Techniques

Confirm that devices on
the Trusted Devices List
(TDL) are appropriate
0laSR 2y N
approval

AWS Implementation

AWS provides customers the ability to use their owr|
encryption mechanism for nearly all services includir
S3, EBS and EC2. VPC sessions are also encrypte

Internally, AWS establishes and manages
cryptogaphic keys for required cryptography
employed within the AWS infrastructure. AWS
produces, controls and distribes symmetric
cryptographic keys using NIST approved key
management technology and processes in the AWS
information system. An AWS developed secure key
and credential manager is used to create, protect ar
distribute symmetric keys and is used to secure and
distribute: AWS credentials needed on hosts, RSA
public/private keys and X.509 Certifications.

AWS cryptographic processes are reviewed by
independentthird-party auditorsfor our continued
compliance with SOC, PCI DSS, ISO 27001 and
FedRAMP".

MPAA AWS SOC

DS10

ISO
27002*

7.2.2
1231
12.3.2

PCI

3.4.1

IA-5
SG9
SCG12
SC13
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